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ARQUITECTURA /rdlab
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ARQUITECTURA /rdlab II (Mydisk)
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GESTOR DE PASSWORDS
- Perque un GP/PM?
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« Que ha de complir un “bon” GP/PM?

- Gestio completa (emmagatzemar, editar, capturar, generar i sincronitzar)
- Segur (tracable, xifrat: local/DB + comunicacio) & Confiable

- Validacié & Seguretat

- Multiplataforma (S.O / Navegador /Aplicacio)

- “Facil de fer servir” (segur vs simple)
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GESTOR DE PASSWORDS I1

- Perque ala UPC?

- Per necessitats de recerca tenim dades, infraestructures i serveis locals
- Seguretat: Garantia i control (user risk management)
- Homogeneitzacio de solucions per la comunitat UPC
- Sobirania digital i valor afegit
- Perque a MyDisk?
- Estrategia digital de suport TIC a la recerca /rdlab (Plataforma universal)

- Maduresa de les solucions (v.20+) i *“momentum”
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GESTOR DE PASSWORDS A MyDisk (NC)

- Caracteristiques basiques
- Servei natiu del projecte NextCloud (app oficial): Programari/projecte lliure
- Permet gestionar toft tipus de contingut digital (password, tokens, cc...)
- Classificacioé en carpetes, efiquetes i favorits (personalitzacio)
- Comparticid amb altres usuaris de la plataforma (directe + codi QR)
- Comprovacio automatica de fortalesa del password
- Generacio segura de claus amb eleccio del grau de seguretat
- Sobirania digital: Importacid/exportacio i configuracions auto-gestionats

- xifrat de dades a la BD per usuari. No existeix password d’'administrador!
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GESTOR DE PASSWORDS A MyDisk (NC) I1

« Arquitectura de funcionament a MyDisk

user_id sse_type
gabriel.verdejo SSEv1r2
ivan.couto SSEvir2

gabriel.verdejo SSEvir2
ivan.balana SSEvir2

gabriel.verdejo SSEv1r2

sse_key

UBEIR/BJrHNBCJHGKXJCFTHUHGN « s “a
waCYI7QNIuDiV8FZIJIOP4VFO3XEL I i 5500....
PWpmN4IOrIP/s5zIfC4W5Rh1SpOte s T —..
3yxOK7SFJpf+9InF4zJFpw4JDVn2 i st it i 7,
nLT6tKIfjkYvdk6HT3IbJsfITZZY 2= e

Table
oc_passwords_entity_challenge
oc_passwords_entity_folder
oc_passwords_entity_folder_revision
oc_passwords_entity_keychain

oc_passwords_entity_password

oc_passwords_entity_password_revision

oc_passwords_entity_registration
oc_passwords_entity_session
oc_passwords_entity_share
oc_passwords_entity_tag
oc_passwords_entity_tag_revision

oc_passwords_relation_password_tag

Action

|| Browse [}# Structure
|| Browse  Structure
-] Browse [} Structure
| Browse » Structure
] Browse 14 Structure
| Browse J» Structure
| Browse [+ Structure
|| Browse Jx Structure
] Browse s Structure
| Browse J» Structure
|| Browse 4 Structure
| Browse » Structure

%% % % % % % % % % % %

% Search
% Search
4 Search
% Search
% Search
% Search
% Search
% Search
% Search
% Search
% Search
% Search

Type
Fi Insert § Empty @ Drop InnoDB
F¢ Insert ! Empty @ Drop InnoDB
3¢ Insert @ Empty @ Drop InnoDB
F:¢ Insert i Empty @ Drop InnoDB
3¢ Insert i Empty @ Drop InnoDB
F:¢ Insert i Empty @ Drop InnoDB
F¢ Insert @ Empty @ Drop InnoDB
3¢ Insert i Empty @ Drop InnoDB
Fi Insert § Empty @ Drop InnoDB
3¢ Insert & Empty @ Drop InnoDB
3¢ Insert i Empty @ Drop InnoDB
F:¢ Insert i Empty @ Drop InnoDB

username
fa931dd64f7e5ea2f03192a7eefb1
5d8314ee1e5ba7917890e2da19f mummimiie 0

4b85249547594758403a704 19X s Tl ..

de2763b7

password

92a04416251f0c494dae77cdc2770be =

—,, fcc09ea38917f5f076w == =

0e0c05bb884b89cAL S minat = Spemm eSS
2e4e1d0f6efdc0547 o e

S .. 30efdab282adaddag84Cecdiimsamimnesssesammurte?.
EeaTTat... 93367d673188da3e60atleas T

——

MyDisk
Database

hash status_code
80029b1d4e5b52ae1am mwiam "_—T:__*REACHED
©€96116ecc3613778c8Slumma™ Madd e GOOD

3c5323f73eb665f00agwe T T im T ni 7 DUPLICATE
599589dd7174b20d 1 S i msmemii 3. GOOD
3c5323{73eb665f00as« T it mt At T DUPLICATE
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GESTOR DE PASSWORDS A MyDisk (NC) III

Seguretat i xifrat [www10]

- Modes de xifrat, Server Side Encryption (SSE):

cap (none): L'usuari ja ha posat un password xifrat (no re-xifrar)

SSEv1: Cada password es xifra amb una clau individual aleatoria generada pel servidor
+ clau especifica unica per usuari

SSEv2: Els passwords es xifren seguint la cadena de claus/keychain que tingui configurat

I'usuari al seu sistema. Per desxifrar, cal el password mestre (master password) del
gestor de claus que faci servir I'usuari

- Modes de xifrat, Client Side Encryption (CSE):

cap (none): L'usuari no té configurat cap password mestre al seu sistema i per tant les
claus s'infercanvien amb MyDisk sempre de forma segura fent servir https

CSEv1: L'usuari configura/té una clau mestre al seu sistema. L'intercanvi de claus amb
MyDisk es fa sempre de forma segura amb https, i a meés, les dades que circulen
pel canal segur van xifrades amb aquest password de |'usuari

-9- rdlab@cs.upc.edu - https://rdlab.cs.upc.edu/



mailto:rdlab@cs.upc.edu
https://rdlab.cs.upc.edu/

GESTOR DE PASSWORDS A MyDisk (NC) IV

« Esquema visual

m Nextcloud Security Scan
fextioud

Encryption
Last edited by Marius David Wieschollek 1 month ago Check the security of your

private cloud server

Privacy does not exist without security. To help you keep your data yours, this scan analyzes the
security of your server and gives you an overview of what to improve,

Find out how you can upgrade to Nextcloud to keep your data secure.
Client Server Database
Rating https://mydisk.cs.upc.edu

Running Nextcloud 20.0.8.1

Apply End-to-End-Encryption A+ s

Scanned at 2021-03-09 12:10:21

Store Data Vulnerabilities

Leam more about our security efforts.

No known vulnerablities.

Apply Server-Side-Encryption

Hardenings

A security hardening is a feature which protects software from attacks even f it affected by a certain vulnerabilty. For an overview of security hardening
capabilities we've developed, see our website.

Store Data

Below s alist of hardening features your server has enabled.

 Bruteforce protection -
v CSP3 v
v Same-Site-Cookies v
" v Password confirmation
c lient Server Database  Checks passwords against HavelBeenPwned database v
v __Host-Prefix v

v App passwords can be restricted v

MyDisk nomeés permet l'intercanvi de dades mitjangant SSL,

i per tant, les comunicacions amb la UPC sempre son segures!
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FUNCIONAMENT REAL (demo)

C B https://mydisk.cs.upc.edu/

A

Folders

Recent.

Favortes

Shares

Tage

Securty

Trash

More

Settings

Backup and Restore

Handbook

Apps ot Extensions

Username or email

Password

RDlab — The research and development lab.

#  Apps andExtensions

@ Browser Extensions
Official Firefox Add-On Official Chrome Extension

Ourofficia Civeme extensionmegrates
Access and manage all your passwords. e

Passwards into your browser andis
‘asity within Firfox thanks to our offcal
‘avalabe for many Chromium based
add-onfromthe Firefox Add-on store.

Browsers from the Chrome Web Store
Zleammore

0 Zleammore

‘Connect with PassLink Connect with PassLink
‘Avaiable on Firefox Add-ons. Availableinthe Chrome Web Store

Official Microsoft Edge Extension

®ofical + & Strong Encryption

Ouroffcal Mirosoft Edge extension
suggests matching credentis for the
curtent b, pastes them nto logn forms.
on demand and can detect new login
crodentis.

leammore

*» 6

R

DL T —w—" P

€ 5 C 8 mysskes.upc.eduspps/passwords/foiers/170765cc 4136.47le b fo9e5031IE5C

Create password

Properties vNotes

Username  coordinates card

Password

Name coordinate card

Website  httpsi//mybank.es

v Custom Fields
mycard

Value

> More Options

Connect a new device

Check f the codes below match with the ones.
provided by the device or app:

7nDg
VCfzZ
cV51
Vdx7

Choose aname:  Offical Passwords Client fo Chrom

e

‘codes below match
with the ones you see in the
‘app.  they do, confirm the
o inthe app and
you're done.
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FUNCIONAMENT REAL (demo) II

«

C & mydscesupceayiogn

USerl enossysmboos

Pass\

RDlab - The research and development lab

Nextcloud - Chrombum

oOo

Username or email

Password
Login

Forgot password?

Log in with a device

Nextcloud - a safe home for al your data

-12-

]

P suggestions
Admin (Nextcloud) ~
Max (Nexteloud)

Erika (Nextclaud)
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FUNCIONAMENT REAL (demo) III

« Video il.lustratiu del servei:

https://mydisk.cs.upc.edu/s/fEHCaaf3iLXnBPs
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PROVA PILOT A LA UPC

- Fase I: Instal.lacid i Us intern a /rdlab. Febrer 2021 (2-3 setmanes)

- Fase II: Prova pilot amb PAS i PDI de la UPC. Mar¢ 2021 (2-3 setmanes)

o Corba d'aprenentatge d'usuari. Com de facil-dificil-intuitiu és fer-lo servir?

o Integracié amb el dia a dia. Facilita i aporta coses, o resta? Q
o Impressions i comparacions amb alfres serveis de gestido de passwords .‘:DF.
o Grau de fiabilitat i confianca que dona el servei (seguretat percebuda ireal) g_
o Resiliencia del servei. Proves sense connexid a MyDisk... B Sg
o Avaluacio dels extres (exportacidé dades, comparticid amb tercers...) 2"
o Mancances que trobeu a les opcions/serveis a
o Documentacié que penseu que caldria (howto/faq, videos d'Us, tutorials...) o

—

- Fase lll: Desplegament pels nostres grups de recerca (Abril-Maig 2021)

o Generacio de documentacio
o Proves tutelades (caps de grup de recercaq, influencers i early-adopters)

- Fase IV: (wishlist) Obrir-lo a altres serveis/col.lectius UPC (100 aniversari UPC?)
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