1. Introduction to Channel Coding
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Channel Coding

M : Channel

F’I’L

Discrete probabilistic channel: (F, ®, Prob)

Encoder

c

e [F: finite input alphabet,

Prob: conditional probability distribution

Channel

@n

®: finite output alphabet

Channel
Decoder

o

Prob{ y received | x transmitted} x € F", y € ", m > 1l

u. message word € M, set of M possible messages

c € F": codeword, & :u— c encoding, C ={&(u)|ue M} code

y € ®": received word

¢, u: decoded codeword, message word, y — ¢ (— 1) decoding
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Code Parameters

Channel

u | Encoder c Channel

C =&EWM) CF" [Cl=M

e n: code length

o k=log p M =logp |C|: code dimension
e R= %: code rate <1

e r =n — k. code redundancy

e We call C an (n, M) (block) code over F
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Example: Memoryless Binary Symmetric Channel (BSC)

BSC(p)
p = crossover probability

(we can assume p < 1/2)

o« F=0=1{0,1)
e Prob(0|1) = Prob(1|0) =p, Prob(0|0) = Prob(1|1) =1—p

e For x ¢ F", y € &,
Prob{y received | x transmitted } = | [ Prob(y; | z; ) = p'(1 —p)" ",
j=1

where t = |{ j | y; # z; }| (number of errors)
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Memoryless ¢-ary Symmetric Channel (QSC)

o '=0, |F|=q>2

1_p7 L =Y,
e Prob(y|z) = z,y € F.

p/(q_1)7 x#y,

e Assume F'is an abelian group,
e.g.: {0,1,...,¢g—1} with addition mod ¢

(g—1)

e Additive channel (operating in the group F™) X G{) ~-y=x+e
e

e e =Yy — x: error word statistically independent of x
e:[O...O, €iq ,0...0, Cig ,O...O, €iy ,OO]

i1,%2,...,1; . error locations €iy, €iyy---,€i, - errorvalues (# 0)
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The Hamming Metric

e Hamming distance

For single-letters =,y € F': d(x,y) = { (1)’ i ;?

Forvectors x,y € F™: d(z,y) = " d(z;,y;)

number of locations where the vectors differ

e The Hamming distance defines a metric:

®m d(x,y) > 0, with equality if and only if x =y
m Symmetry d(x,y) = d(y, x)
m Triangle inequality: d(x,y) < d(x,z) + d(z,y)

e Hamming weight wt(e) = d(e, 0) number of nonzero entries

e When F is an abelian group, d(x,y) = wt(x — y)
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Minimum Distance

e Let Cbean (n,M)codeover F, M >1

d = min d(Cl, CQ)
C1,Co€E C : C1F#C2

is called the minimum distance of C
e We say that Cis an (n,M,d) codel
e Example: C ={000, 111} is the (3,2,3) repetition code over
Fy, ={0,1},
dimension: k=1, rate: R =1/3
ingeneral, C ={00...0, 11...1}: (n,2,n) repetition code, R = 1/nl
e Example: C = {000,011,101,110} is the (3,4,2) parity code of

dimension k =2 andrate R =2/3 over F5

n—2

ingeneral, C={ (zo,21,...,Tn-2,9 5 xi) }, (n,2""12)over Fy

Gadiel Seroussi/Coding Theory/September 8, 2008



Decoding

e C:(n,M,d)over F, used on channel S = (F,®,Prob)

e A decoder for C on S is a function

D:d" — C.

e Decoding error probability of D is

Perr = max Perr(c) )

cc
where

Pew(c) = ) Prob{y received | c transmitted } .
y: D(y)#e

goal: find encoders (codes) and decoders that make P.,. small
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Decoding example

e Example: C = (3,2, 3) binary repetition code, channel S = BSC(p)
Decoder D defined by

D(000) = D(001) = D(010) = D(100) = 000

D(011) = D(101) = D(110) = D(111) = 1111
Error probability
Perr = Perr(OOO) — Perr(lll) — (g)p2(1 - p) + (g)p?)

= 3p° =3p°+p° = p—p(1—p)(1—2p) I
e P, <pforp<1/2 = coding improved message error probabilityl
but information rate is 1/3!

In general, for the repetition code, we have P..., — 0 exponentially (prove!), but
R=1/n—0as n — oo — can we do better?

goal: find encoders (codes) and decoders that make P... small
with minimal decrease in information rate
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Maximum Likelihood and Maximum a Posteriori Decoding

e C:(n,M,d),channel S: (F,®,Prob).
Maximum likelihood decoder (MLD):

Davip(y) = arg maéc Prob{ y received | c transmitted }, Vy € "
cc

With a fixed tie resolution policy, Dyip is well-defined for Cand S.i

e Maximum a posteriori (MAP) decoder:

Duvap(y) = arg maé( Prob{ c transmitted | y received }, Vy € ®"
cE

But,
Prob{ c transmitted | y received }
Prob{ c transmitted }

= Probyy received | c transmitted } - Prob{ y received }

—> MLD and MAP are the same when c is uniformly distributed
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MLD on the BSC

e C:(n,M,d),channel S:BSC(p)

n
Prob{ y received| c transmitted } = H Prob{ y, received | c; transmitted }
j=1

i(50) i(5.c) D d(y,c)
— y.,C 1 . n—aly,c — 1 L n
p (1 —p) (1—p) (—1 — p) :

where d(y, c) is the Hamming distance. Since p/(1 —p) < 1for p < 1/2,
for all y € F3' we have

Dyvrp(y) = argmin d(y, c)
ce

Duip = nearest-codeword decoder

e True also for QSC(p) whenever p <1 —1/q
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Capacity of the BSC

e Binary entropy function H:[0,1] — [0, 1] 11

H(x) = —xlogox — (1 — x)log,(1 — x), H(0) =H(1) =0

o @
i Clp),
e Capacity of BSC(p) is given by C(p) =1—H(p)

0 RN p

e A special case of the capacity of a probabilistic channel, as defined by
Shannon (1948)
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Shannon Coding Theorems for the BSC

Theorem. (Shannon Coding Theorem for the BSC — 1948.) Let S =
BSC(p) and let R be a real number in the range 0 < R < C(p). There
exists an infinite sequence of (n;, M;) block codes over F», i = 1,2,---,
such that (log, M;)/n; > R and, for MLD for those codes (with respect to
S), the probability P... — 0 as i — oo.

Proof. By a random coding argument. Non-constructive!

Theorem. (Shannon Converse Coding Theorem for the BSC — 1948.) Let
S = BSC(p) and let R > C(p). Consider any infinite sequence {C; :
(n;, M;)} of block codes over Fs, i« = 1,2,---, such that (log, M;)/n; > R
and ny < ng < --- <mn; < ---. Then, for any decoding scheme for {C;}
(with respect to S), the probability P... — 1 as 1 — oc.

Proof. (Loose argument.)
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Error Correction

X y =X-t+e

e=10...0, e, ,0...0, €, ,0...0, e; ,0...0] %
e

i1,%2,...,14 . errorlocations €iys Cigy - - - s €

. - errorvalues (# 0)

e Full error correction: the task of recovering all {i;} and {¢; } given y

Theorem. Let C be an (n,M,d) code over F. There is a decoder D :

F™ — C that recovers correctly every pattern of up to |(d—1)/2]| errors for
every channel S = (F, F, Prob).

Proof. Let D be a nearest-codeword decoder.
Use triangle inequality.[]

Theorem is tight. For every D there is a
codeword ¢ € C and y € F" such that
d(y,c) < [(d+1)/2] and D(y) # c.
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Error Correction Examples

e Binary (n,2,n) repetition code. Nearest-codeword decoding corrects up
to |(n — 1)/2]| errors (take majority vote).

e Binary (n,2"~1,2) parity code cannot correct single errors: (11100...0)
is at distance 1 from codewords (11000...0) and (10100...0)
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Error Detection

e Generalize the definition of a decoderto D : F* — CU{'E’}, where 'E’
means “/ found errors, but don’t know what they are”

Theorem. Let C be an (n,M,d) code over F. There is a decoder
D: F* — CU{'E’} that detects (correctly) every pattern of up to d—1
errors.

Proof. D(y) = { 'E’ otherwise

Example: Binary (n,2" 1 2) parity code can detect single errors (a
single bit error maps an even parity word to an odd parity one)
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Combined correction/detection

e Theorem. Let v and o be nonnegative integers such that 2t + o <
d—1 . There is a decoder D : F" — CU{'E’} such that

m /f the number of errors is T or less, then the errors will be recovered
correctly;

m otherwise, if the number of errors is ™ + o or less, then they will be
detected.

C if thereisc € C suchthatd(y,c) <7
otherwise

Proof. D(y) = { T
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Erasure Correction

e Erasure: an error of which we know the /ocation but not the value
(Y1 Yii—1s P Vi g1 Yig—1, 2 s Yigtl--vs 2 3 Yiibl---Yn |

e Erasure channel: S = (F, ®,Prob) with & = F U {?}.

1 —

0 .0
P>
p

=1

Theorem. Let Cbe an (n,M,d) code over F andlet ® = FU{?}. There

Is adecoder D : ®" — CU{'E’} that recovers every pattern of up to d—1
erasures.

Proof. On p < d — 1 erasures, try all | F'|” vectors that coincide with y in non-erased
locations. Find unique codeword, if any. Otherwise, fail.
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Combined correction/erasure/detection

e Theorem. Let C be an (n,M,d) code over F' and let S = (F,®,Prob)
be a channel with ® = F U {?}. For each number p of erasures in the
range 0 < p < d-1, let T = 7, and o = o, be nonnegative integers such
that 27 + o +p <d—1.Thereisa D : ®" — CU{'E’} such that

m /f the number of errors (excluding erasures) is T or less, then all the
errors and erasures will be recovered correctly;

m otherwise, if the number of errors is T+ o or less, then the decoder will
return’E’.

e Full error correction “costs” twice as much as detection or erasure
correction. Price list:

m full error to correct: requires 2 units of distance
m erasure to correct: requires 1 unit of distance
m full error to detect: requires 1 unit of distance

e How does distance “cost” translate to redundancy “cost”?
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Summary

Channel

ueM | Encoder

Y

Channel

ccC

(n, M, d) code over alphabet F"

CCFm,

Cl =M, d=

| Channel )
yedn | Decoder ¢, i
min d(Cl, CQ)

c1,62€ Ce1#cs

k = log| M: code dimension
r =n — k: code redundancy

R = k/n: code rate

Maximum likelihood decoding: ¢ = arg max Prob{y received | ¢ sent }

cc

For QSC, equivalent to ¢ = arg mind(y, c) nearest codeword decoding

cc
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Summary

e Shannon: there are sequences of codes C;(n;, M;) that allow

P...(C;) "= 0 while keeping R; > R > 0, as long as R < C, where
C'is a number that depends solely on the channel (channel capacity)

Error-free communication is possible at positive information rates
(he just didn'’t tell us how to implement this in practice)
e Maximum likelihood decoding may be too complex: sometimes we need
to settle for less
e lf 27r+p+0<d-1,an (n,M,d) code can
m correct p erasures and 7 full errors

m detect between 7+ 1 and 7 + o errors (in addition to p erasures)

e Challenges: how to find good codes (codes with large d), how to
represent them compactly, how to encode, how to decode
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2. Linear Codes
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Linear Codes

e Assume I can be given a finite (or Galois) field structure

m |F| = g, where ¢ = p™ for some prime number p and integer m > 1. We denote
such afield by F,or GF(q)
m Example: TFs with XOR, AND operations

e C:(n,M,d)over I, iscalled linearif Cis alinear sub-space of F" over
¥

B ci,co € C, a1,a0 €EF = ajici +ascy € C

e A linear code C has M = ¢" codewords, where k = log, M is the
dimension of C as a linear space over F

e r=n — kisthe redundancy of C, R = k/n its rate

e We use the notation |n, k, d| to denote the parameters of a linear code
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Generator Matrix

e A generator matrix for a linear code C is a k£ x n matrix G whose rows
form a basis of C

L, (101 v (0 1 1
.Example.G_(Oll), G_(ll())

are both generators of the 3,2, 2] parity code over F,

e In general, the [n,n — 1, 2] parity code over any F'is generated by

—1
G( I | )
1

where Iisthe (n — 1) x (n — 1) identity matrix

e What's G for the repetition code?! G=(11 ... 1)
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Minimum Weight

e Foran [n,k,d] code C,
cij,c0€ C = c¢1—co€ C, andd(cy,ca) = wt(c; — ca).
Therefore,

d= min d(cy,ca) = min wt(c; —c2) = min  wt(c) .
c1,Co€ C. c1#cCo c1,C9€ C. c1#cy ce C\{O}

= minimum distance is the same as minimum weight for linear codes

m Recall also that 0 € C and d(c,0) = wt(c)
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Encoding Linear Codes

e Since rank(G) = k, the map &£ : F* — C defined by
E:ur—ud

iIs 1-1, and can serve as an encoding mechanism for C.

e Applying elementary row operations and possibly reordering coordinates,
we can bring G to the form

G=(1|A) systematic generator matrix,
where [ is a k x k identity matrix, and Aisa k x (n — k) matrix.

u—uG=(u|ud) systematic encoding.

e In a systematic encoding, the information symbols from u are transmitted
‘as is, and n — k check symbols (or redundancy symbols, or parity
symbols) are appended.
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Parity Check Matrix

e Let C: [n,k,d]. A parity-check matrix (PCM) of C is an r x n matrix H
such that for all ¢ € F",

cecC — He!' =0.

m (C is the (right) kernel of H in F". Therefore,
rank(H) = n —dimker(H) =n — k

m We will usually have » = rank(H) = n — k (no superfluous rows)

e For a generator matrix G of C, we have

HG'=0=GH" =0, and dimker(G)=n—rank(G)=n—k=r

o lf G= (1| A), then H = (—-AT | I) is a (systematic) parity-check
matrix.
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Dual Code

e The dual code of C: [n,k,d]is
Ct={xeF":xcl =0 Vce C},

or, equivalently
Ct={xeF":xGT=0).

° (CJ‘)J‘:C

e (G and H of C reverse roles for C*:
G
e (¢

e Chisan [n,n—k,d"] code over F

GJ_

HL} . Ct .

Gadiel Seroussi/Coding Theory/September 8, 2008
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Examples

e H= (11 ... 1)isa PCM for the [n,n — 1,2] parity code, which has

generator matrix »
G_< I - ) .
1

On the other hand, H generates the [n, 1, n| repetition code, and G is a
check matrix for it = parity and repetition codes are dual.

e [7,4,3] Hamming code over F, is defined by

IR
H={| 0 1 1 0 0 1 1 G = .
1 0 1 O 1 0 1 O L 100 11

1 0 1 0 1 0 1

e GH' = 0 can be verified by direct inspection
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Minimum Distance and H

e Theorem. Let H be a PCM of C # {0}. The minimum distance of C
Is the largest integer d such that every subset of d—1 columns in H Is
linearly independent.

Proof. There is a codeword c of weight ¢ in C if and only if there are t I.d. columns in
H (those columns that correspond to non-zero coordinates of c). []

e Example: Code C with

All the columns are different = every 2 columns are linearly independent
= d > 3.

On the other hand, 7 -[1110000]7 =0 = d = 3.
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The Binary Hamming Code

e The m-th order Hamming code H,, over F, is defined by the m x (2" —1)
PCM

Hm: [hl h2 hgm_l],
where h; is the length-m (column) binary representation of s.
Theorem. H,,isa [2™ —1,2™ —1 —m, 3] linear code.

Proof. [n, k] parameters are immediate. No two columns of H,, are l.d. = d > 3.
On the other hand, h; + hs + hs = 0 for all m. O
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The ¢g-ary Hamming Code

e The m-th order Hamming code '+, ,, over F = F,, ¢ > 2, has PCM
H, ., consisting of all distinct nonzero m-columns h € F;* up to scalar
multiples, e.g.

heH,, = ah¢ H,,, VacF,—{1}.

Theorem. *, ., isan [n,n —m, 3] code with

Proof. As before, no two columns of H, ,, are multiples of each other, i.e. dependent.
One the other hand, there are I.d. triplets of columns. [J
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Cosets and Syndromes

e Let y € F". The syndrome of y (with respect to a PCM H of C) is

defined by
s=Hyl e F"7F.

The set
y+C={y+c:ce(C}

Is a coset of C (as an additive subgroup) in F".
e If yy ey + C,then
yi—-y€C=H(yi—y)! =0 = Hy] = Hy"
= The syndrome is invariant for all y, € y + C.
o Let F' = F,. Given a PCM H, there is a 1-1 correspondence between

the ¢"~* cosets of C in F* and the ¢"~* possible syndrome values ( H
is full-rank = all values are attained).
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Syndrome Decoding of Linear Codes

e ce Cissentand y = c + e is received on an additive channel

e y and e are in the same coset of C

e Nearest-neighbor decoding of y calls for finding the closest codeword c
to y = find a vector e of lowest weight in y+ C: a coset leader.

B cosel leaders need not be unique (when are they?)

e Decoding algorithm: upon receiving y

m compute the syndrome s = Hy’
m find a coset leader e in the coset corresponding to s
m decode yintoc=y —e

e If n — k is (very) small, a table containing one leader per coset can be
pre-computed. The table is indexed by s.

e In general, however, syndrome decoding appears exponential in n — k.
In fact, it has been shown to be NP-hard.
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Decoding the Hamming Code

1
1. Consider H,, over 5. Given a received vy,

S:HmyT
isan m-tuplein F)', n =2" —1, m=n —k

2. if s=0then y € C = 0isthe cosetleader of y + C

3. ifsA0then s =h;forsome 1 <:<2" -1 =

e,=[0, 0, ..., 0, 1, 0, ..., 0]
)
i

AIANIRNIANS
AIANIRNIA
NIAIRNIAG
NIANIRNIANS

is the coset leader of y + C, since

HmyT =s=h,; = Hmez-, y ¢ C, and Wt(ei) = 1.

e every word inF; is at distance at most 1 from a codeword
e spheres of radius 1 around codewords are disjoint and cover F2: perfect codel

steps 1-3 above describe a complete decoding algorithm for ‘H,,, Vm
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Deriving Codes from Other Codes

e Adding an overall parity check. Let C be an [n, k, d] code with some odd-
weight codewords. We form a new code C by appending a 0 at the end
of even-weight codewords, and a 1 at the end of odd-weight ones.

m Cisan [n+1,k,d+ 1] code. Every codeword in C has even weight.
m Example: The [7, 4, 3] binary Hamming code can be extended to an [8, 4, 4] code
with PCM

corrects any pattern of 1 error, and
detects any pattern of 2.

>
= = O O
= O = O
_ = = O
—_ O O M
== O
= O =
e e e
O O O

e Expurgate by throwing away codewords. E.g., select subset of
codewords satisfying an independent parity check.
m Example: Selecting the even-weight sub-code of the [2™ — 1,2 — 1 — m, 3]
Hamming code yields a [2™ — 1,2™ — 2 — m, 4] code.

e Shortening by taking a cross-section. Select all codewords c with,
say, ¢; = 0, and eliminate that coordinate (can be repeated for more
coordinates). An [n, k,d| code yields an [n — 1,k — 1, > d| code.
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3. Bounds on Code Parameters
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The Singleton Bound

e The Singleton bound.

Theorem. Forany (n, M, d) code over an alphabet of sizeq,

d<n—(log,M)+1.

Proof. Let ¢ = [log, M] — 1. Since ¢° < M, there must be at least two codewords
that agree in their first £ coordinates. Hence, d < n — ¢.

e For linear codes, we have d <n =k + 1.

e C:(n,M,d)is called maximum distance separable (MDS) if it meets the
Singleton bound, namely d = n — (log, M) + 1.
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MDS Code Examples

e Irivial and semi-trivial codes

®m [n,n, 1] whole space F”, [n,n — 1, 2] parity code, [n, 1, n] repetition code

e Normalized generalized Reed-Solomon (RS) codes

Let a4, ao,...,a, be distinct elements of F,, n < q. The RS code has
PCM
/ 1 1 1 \
a1 a9 .. 87%
HRS = Oé% O{% “ . 04721
\ Oz?_k:_l ag—k—l Oéz_k_l )

Theorem. Every Reed-Solomon code is MDS.

Proof. Every (n—k) x (n—k) sub-matrix of Hgrs has a nonsingular Vandermonde
form. Hence, every (n—k) columns of Hrgareli. =d>n —k+ 1. O
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The Sphere-Packing Bound

e The sphere of center c¢ and radius ¢ in I} is the set of vectors at
Hamming distance ¢ or less from c. Its volume (cardinality) is

-5 (o

1=0

Theorem. [The sphere-packing (SP) bound)] For any (n,M,d) code

over I¥,,
M- Vy(n, [(d=1)/2]) < ¢"

Proof. Spheres of radius ¢t = |(d — 1) /2] centered at codewords must be disjoint. [J

e Foralinear [n,k,d] code, the bound becomes V,(n, [(d—1)/2]) < ¢" " .

For ¢ = 2,
[(d—1)/2] "
> (1)<
7

1=0
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Perfect Codes

e A code meeting the SP bound is said to be perfect.

e Known perfect codes:

= [n,n,1] whole space Fy,
= [n,1,n] repetition code for n odd
" H,m, qany GF size, m > 1

m the [23,12,7] binary and [11, 6, 5] ternary Golay codesl

In a well-defined sense, this is it!!!

Any perfect code must have parameters identical to one of the above

e Perfect packing codes are also perfect covering codes

9.0/0/0
OO
OO

OOOO
packing
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The Gilbert-Varshamov bound

e The Singleton and SP bounds set necessary conditions on the
parameters of a code. The following is a sufficient condition:

Theorem. [The Gilbert-Varshamov (GV) bound] There exists an [n, k, d]
code over the field F, whenever

V,(n—1,d-2) < ¢"*.

Proof. Construct, iteratively, an (n — k) x n PCM where every d — 1 columns are
.i., starting with an identity matrix, and adding a new column in each iteration. Assume
we've gotten ¢—1 columns. There are at most V,(n—1, d—2) linear combinations of
d — 2 or less of these columns. As long as V,(/—1,d—2) < ¢" " , we can find a
column we can add without creating a dependence of d — 1 columns.l]

Theorem. Let

Then, a random [n, k| code has minimum distance d with Prob > 1 — p.

Lots of codes are near the GV bound. But it’'s very hard to find them!
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Asymptotic Bounds

e Def.: relative distance § = d/n

o We are interested in the behavior of 6 and R = log, M as n — oc.

e Singleton bound: d <n — [log, M| +1 =| R<1-45+o0(1)

e For the SP and GV bounds, we need estimates for V,(n, )
e Def.: symmetric q-ary entropy function H, : [0,1] — [0, 1]

H,(x) = —xlog, x — (1 —x) logq(l —x)+ :L‘logq(q—l) ,

m H,(0) =0, Hy(1) = log,(q — 1), strictly N-convex, max =latxz =1-1/q
m coincides with H(x) when g = 2
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Asymptotic Bounds (ll)

Lemma. Foro0<t/n<1-(1/q),

t

Valn,t) = > (7)) (@ = 1) < g™

1=0

Lemma. Forintegers 0 < t < n,

n 1
Vy(n,t) > —1)" > . g"Ha(t/n)
(02 ()@= Vet — (t/n)

Theorem. [Asymptotic SP bound] For every (n,q", én) code over T,

R<1-H,(5/2)+0(1) .

Theorem. [Asymptotic GV bound] Let n, nR, on be positive integers
such that 6 € (0,1—(1/q)] and

R<1-—Hy(6).

Then, there exists a linear [n,nR,>dn| code over Fyq.
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Plot of Asymptotic Bounds

R=Fk/n

Singleton upper bound

Sphere-packing upper bound

(McEliece, Rodemich,
MRRW upper bound ‘g <o/ "Weich 1977)

Gilbert-Varshamov lower bound

L

11/2' I d=d/n
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4. Brief Review of Finite Fields
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Finite Field Basics

e Foraprime p, IF, (or GF(p)) denotes the ring of integers mod p

o [F,is a (finite, or Galois) field

m For every integer a € {1,2,...,p—1}, we have gcd(a,p) = 1. By Euclid’s
algorithm, there exist integers s and ¢t such that s-a + t-p=1 . The integer s, taken
modulo p, is the multiplicative inverse of a in the field F,.

Example: Inverse of 16 modulo 41:

9 = 41 — 2.16 = 1-41 — 2-16
7T = 16 — 1-9 = —-1-41 + 3-16
2 = 9 — 1.7 = 2-41 — 5-16
1 = 7T = 3-2 = —-7-41 4 18-16

= 18 =167 1in Fyy

e Proposition. Let F be a finite field, let ¢ = |F|, and let a € F. Then,
qg-a=g+a+---+a=0and a? = a.
q

Proof. By Lagrange’s theorem on the additive group F™ and the multiplicative group
F* of T, and the fact that 0/Fl = 0. O
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Field Characteristic

e Let 1 be the identity in F*. The characteristic char(F) of F is the order of
1 in the additive group FT, if finite. Otherwise, char(IF) = 0.

m For a finite field F, we always have char(F) > 0.

m Examples: char(F;) = 7, char(Q) = char(R) = 0. Consider K = F,(x), the field
of rational functions with coefficients in Fo. Then, char(K) = 2 even though K is
infinite.

e Proposition. [f char(IF) > 0 then it is a prime p. T then contains a
sub-field isomorphic to T, []

e Proposition. Let F be a finite field, let a,b € F, and let p = char(IF).
Then (a + b)P = a? + bP.

Proof.  The binomial coefficient (©) = 2e—D@—2)—itl) ig 5 muyltiple of p for
O0<t<p. U
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Polynomials

e For a field F and indeterminate z,

m [F[x]: ring of polynomials in x, with coefficients in F. This is an Euclidean ring:
degree, divisibility, division with reminder, GCD, etc. are well defined and “behave”
as we're used to over the reals

m The extended Euclidean algorithm can be applied to elements of F[x], and for a, b €
[F[z], not both zero, we have polynomials s(x), t(x) such that

s(z) - a(w) + t(x) - b(z) = ged(a(z), b(x))

e P(z) € F|z]is called irreducible if
deg(P(z))>0 and P(x)=a(x)b(z)=deg(a(x))=0 or deg(b(x))=0

m Example: irreducibles over Fy
degree 1: =,z + 1 degree 3:z° + z + 1, 23 + 2% + 1
degree 2: x2+x+1 degree 4: x4—|—x—f—1, x4—|—x3—i—1, a:4—|—ac3—|—x2—|—x—{—1
m [F[x] is a unique factorization domain (factorization into irreducible polynomials is
unique up to permutation and scalar multiples).
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Arithmetic Modulo an Irreducible Polynomial

e Let F be afield and P(x) an irreducible polynomial of degree h>1.

e The ring of residue classes F|z] modulo P(z) is denoted F|z|/(P(x)).

m et F[x],, = set of polynomials of degree < n in x over F
m F[z]/(P(x)) can be represented by F[z|; with arithmetic mod P(x).

Theorem. F|x|/(P(x)) is a field. []

m This theorem, and the one saying F, = Z/pZ is a field, are special cases of the

same theorem on Euclidean rings.
m As with integers, inverses are found found using the Euclidean algorithm:

gced(a(x), P(x)=1 = ds(x),t(x): s(z)a(x)+t(z)P(x)=1 = s(x)is a
multiplicative inverse of a(x) in Flx]/{(P(x)).

Example: Inverse of 22 modulo z° + = 4 1 over Fy (recall that z = —z).

r+1 = z3+a+1 + T-x? = 1. (23+2+1) + z - (%)
r = 2’ + x- (z+1) = z- (P+a+1) + (o 2Jrl) (%)
1= (x+1) + v = (z+1) - (2P +a+1) + (2°+2+1) - (2?)

=  r’+z+1 = (%) tin Falz]/{x3+x+1)
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Extension Fields

e A field K is an extension field of a field IF if IF is a sub-field of K

e K is a vector space over F. The dimension [K : [F| of this vector space
is referred to as the extension degree of K over F.

m |[f [K:F]isfinite, K is called a finite extension of F. A finite extension
IS not necessarily a finite field: C is a finite extension of R.

m Flx|/(P(x)) is an extension of degree h of FF, where h = deg(P).
= When F, is afinite field with ¢ elements, F|x]/(P(z)) has ¢" elements.

m |f |F| = ¢, and char(FF) = p, then ¢ = p"™ for some integer m > 1.
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Finite Field Example

o F=T,, P(z)=x"+x+ 1. Let [f(x)] represent the residue class

{g9(z) € Falz] : g(x) = f(z) (mod P(x))} .
Elements of Fg = Fy[x]/(P(x)) Examples:
and their inverses . - [CIZ] ) [$2 + CC] _ [333 + $2] _ [CEQ + o+ 1]
element inverse 224 1] [22] = [2* + 27
0 - = [z + = + 2% = [z]}
1 1 Facts (for general F and P(x):
] [z + 1] m The element [z] € Flz]/(P(x)) is a root
[z + 1] (2% + ] of P(z).
[x?] (2 + = + 1] B Denote o = [z]. Then,F[z]/(P(x)) is
(2% + 1] 2] isomorphic to F(«).
[332—|—£U] [z + 1] u |f{ deg(P(x))=h, the}n ) e
5 5 1,a, a2, ..., a" 1Y is abasis of F(«
2"tz 1 =] over .
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Finite Field Example

o F=T,, P(z)=x"+x+ 1. Let [f(x)] represent the residue class

{g(z) € Falx]

Elements of Fg = F(«)

and their inverses

element inverse
0 —
1 1
e” a2+1
o+ 1 a2—|—a
o o’ +a+1
a2+1 6"
oz2—|—oz o+ 1
a4+ a+1 o’
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. g(x) = f(x) (mod P(x))}.

Examples:

_ a-(a2+a) — P+l =’ +a+1

n a2+1-a2:a4—|—a2
= o + o + o’ =«

Facts (for general F and irreducible P(x)):

m The element [x] € F[z|/(P(x)) is a root
of P(x).

B Denote o = [z]. Then,F[z]/(P(x)) is
isomorphic to F(«).

m |f deg(P(x))=h, then
{1, 0,02 ...,a" '} is abasis of F(«)
over F.
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Roots of Polynomials

e Proposition. A polynomial of degree n > 0 over a field F has at most
n roots in any extension of F.

o Proposition. Let F be a finite field. Then, 2"l — 2 = | [ (z - 3).

BEF
e Proposition. Let F = F,, let P(z) be an irreducible polynomial of
degree h over F. Let o be a root of P(z). Then, a,a%,... a7

are also roots of P(x).

N 4
Proof. Recallthat a? = aforall a € F. Thus, 0 = P(a)? = (z;;o Pm/) -
S Plat =" Pa?= P(a%).0O
2 h—1 _ . hl
" {a,a’a”,...,a” }isthe setof all roots of P;therefore, P(x) = | [(= —
1=0
quz). |
m o x+— x?is called a Frobenius mapping. {go”’}?:_ol are automorphisms of F(«)
that fix IF. They form the Galois group of [F(«) : F].
m [F(«) is the splitting field of P(x).
m P(x) is the minimal polynomial of «.
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Primitive Elements

e Theorem. Let [ be a finite field. Then, IF* is a cyclic group. []

e A generator « of the cyclic group F* is called a primitive element. For
such an element, we have

F*={a’ o', o ..., a|F|_2}.

m O(pB) will denote the multiplicative order of 3 € F".

m clearly, if |F| = q,then O(3)|(q — 1), and, for a primitive element «, O(«a) =
q— 1.

mif 3 =a"then O(B) = (¢ —1)/gcd(q — 1, k).

m [ has ¢(q — 1) primitive elements, where ¢ is the Euler totient function.

e Let IF be a finite field, P(x) an irreducible polynomial of degree h over
F, and « a root of P(x). P(x) is called a primitive polynomial if « is a
primitive element of F(a).

m A primitive polynomial is irreducible.
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Characterization of Finite Fields

Let F be a finite field with |F| = q.

e ¢ = p" for some prime p and integer n > 1.

m p is the characteristic of F'.

o Let Q(z) = 24" — 2, n > 1. The roots of Q(x) in its splitting field form an
extension field K of F, with [K : F| = h.

There is a finite field of size q for all q of the form ¢ = p™, p prime, n > 1.
All finite fields of size q are isomorphic.

The unique (up to isomorphism) field of size ¢ = p™ is denoted I, or
GF(q).

e There are irreducible polynomials and primitive polynomials of any
degree > 1 overF,.
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Finite Fields: Summary

e There is a unique finite field I, of size g, for each ¢ of the form ¢ = p™,
where p is prime and m > 1.

e When p is prime, I, can be represented as the integers {0,1,...,p—1}
with arithmetic modulo p.

e When ¢ = p™, m > 1, [F, can be represented as F,|z|,, (polynomials
of degree <m in [F,,|x]|) with arithmetic modulo an irreducible polynomial
P(x) of degree m over F,: F, ~ F,[z]/(P(x))

m [, is an extension of degree m of F,
®m here, p can be a prime or itself a power of a prime

m P(x)hasaroot ain Fy, a ~ [z] € Fpz]m
2 m—1
B o, o, af ..., af are all the roots of P(x); all arein F,

m All irreducible polynomials of degree m over F, have all their roots in F,,

e Every finite field I, has a primitive element a: F, = {0,1,a,a?,...,a9 ~?}

m the minimal polynomial P(x) of a primitive element « is a primitive polynomial
m every primitive polynomial is irreducible, but not every irreducible is primitive
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Finite Field Example: Fi4

aisaroot of P(x) = a* +x + 1 € Fa[z] (primitive).

binary
i o' 0123 | min poly
— 0 0000 | =
0 1 1000 | xz+1
1 o 0100 | z*+z+1
2 o’ 0010 |
3 a’ 0001 | z*+z°+z*+x+1
4 a+ 1 1100 | z*+z+1
5 o + « 0110 | z*+z+1
§) a’ + o 0011 it +ritr+1
7 o’ +a+1 1101 | z*4z°+1
8 a® +1 1010 | z+z+1
9 o’ + « 0101 :184—|—:1:3—|—:132—|—:U—|—1
10| a®4+a+1 1110 | z°+z+1
11| &’ 4+ a*+ « 0111 i 4x°+1
12| o>+ +a+1 ]| 1111 it +ri4r+1
13| a4+ a*+1 1011 i 4x°+1
14| a°+1 1001 | z*4=z°+1
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oif 3 = a0 <
i < (¢ — 2), we say
that < is the discrete
logarithm of (3 to base
.

Examples:

o (a +a) (o’ +a?) =
a’-af=al = ad+
oz—i—oz

° (a —I—O{-I—].)_ =
a T =a®=a? +1

o log (o’ +a*+1) =
13
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The Number of Irreducible Polynomials

S
zlz

e The Modbius function is defined as follows: let n =[]
factorization of n € Z~q. Then,

" be the prime

1 ifn=1
pn) =< (—1)° ife;=1for1 <i<s
0 otherwise.

Proposition. Let 7(n,q) denote the number of monic irreducible
polynomials of degree n over . Then,

m|n

Proof. Let F,,,(z)=1]]f(z), deg(f)= m, f(x)irreducible over F,.

A H}—m,q — ¢ = ZmI(maQ)

Use the Mobius inversion formula. [
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Application: Double-Error Correcting Codes

We can rewrite the PCM of the [2"'—1, 2"*—1—m, 3] binary Hamming code H,, over

s as
H=(ajay ... agm_4) ,
where «; ranges over all the nonzero elements of Fs.

Example: Let m=4 and « arootof P(z)=xz" + = + 1. We take a;=a’ "', and

1 6 6 061 0 01 1 0 1 O 1 1 1
7, — o 1 0 0o 1 1.0 1 O 1 1 1T 1T O O
*~“l oo 1001101011110
o oo o 1. 0o 01 1.0 1 011 11
Avector ¢ = (c¢1 ¢c2 ... ¢,) is acodeword of H,, iff

mn
T
H,c = cio; = 0.
&
j=1

If there is exactly one error, the error vector is of the form e; = [0°"' 10" 7], and the

syndrome is s = Hme;; = «. The syndrome gives us the error location directly.
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Application: Double-Error Correcting Codes (ll)

e What if there are two errors? iThen, we get e = e; 4 €, and
s =o; + aj, forsomei, j, 1 <1<j5<n,

which is insufficient to solve for «;, ;. We need more equations ...

e Consider the PCM
I:I L ( oA 9 . e . Qom_q >
m 3 3 3 .

Ckl Oé2 o . OéQm 1
Syndromes are of the form

s:<81>:ﬁmyT:ﬁmeT

S3
Assume that the number of errors is at most 2.

m Case 1: e = 0 (no errors). Then, s; = s3 = 0.
m Case2: e = ¢; forsome i, 1 < i < n (one error). Then,

(&) == (&)
S3 a,

namely, s3 = s} # 0, and the error location is the index i such that «; = s;.
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Application: Double-Error Correcting Codes (lll)

m Case3: e=¢;, +¢e;forsome ¢,5, 1 <1< j < n(two errors).

S ~ (07 Q5
1 — HmeT — :7;)"_ %
S3 Qy + O
Since s; = a; + «; # 0, we can write

3 3
s3 0y T Q; 2 2
J
S1 Q; + o
Also,
2

si=(ai+a;)’ =a; +a;

j .

We add the two equations, and recall the definition of s; to obtain

83 2
— + 8] = o $1 = a; + .
S1

In particular, a;a; # 0 = s3 # s°, separating Case 3 from Cases 1-2. It follows
that «; and «; are the roots of the following quadratic equation in x over Fom:

2 S3 2
x"+six+—+s]=0.
S1

Overall, we have a decoding algorithm

Two-error correcting BCH code.
for up to two errors.
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Application: Double-Error Correcting Codes (1V)

e Example: As before, F = F4, and « is arootof P(z) = a2* + = + 1.

. 1 by ()42 a?) Oé4 Oé5 056 ()47 Oé8 a9 alO Oéll C\{12 0513 Oé14
H, = < 1 o o a2 a2 1 & o8 &2 a2 1 & o o 12 )
and, in binary form,
( 1 0 001 00 1 1 0 1 0 1 1 1 \
o1 0 0 1 1 0 1 0 1 1 1 1 0 0
O 01 001 101011110
s _|000 100110101 1 11
*“ 11 0 001 1 0001 100 0 1
O 001 100011000 1 1
O 01 01 00101001 0 1
\o0o 1 1 1 1011110111 1)

For this code, we know

m Lk > 15— 8 = 7 (in fact, the dimension is exactly 7)
m d > 5 (infact, d = 5)
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Variations on the Double-error Correcting Code

e Add an overall parity bit

1 o a2 o a* o af o’ o o ol gl 412 18
IEI4 = 1 o a® o a2 1 &® o & o 1 o b o’
1 1 1 1 1 1 1 1 1 1 1 1 1 1

For this code, we know

B n =16

m Lk = 7 (same number of words)
md=6

B corrects 2 errors, detects 3

e Expurgate words of odd weight

1 o a2 o a* o af o’ o o ol gl g2 18
H, = 1 o a® o a2 1 & a® & o 1 o> b o’
1 1 1 1 1 1 1 1 1 1 1 1 1 1

m n=15 k=6, d= 6. corrects 2 errors, detects 3
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5. Reed-Solomon Codes
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Generalized Reed-Solomon Codes

o Let ay,a9,...,a,, n < g, be distinct nonzero elements of F,, and let
v1,09,...,0, D€ nonzero elements of [F, (not necessarily distinct). A
generalized Reed-Solomon (GRS) code is a linear |n,k,d] code Cgrs
with PCM

( 1 1 1 \ o
(oA] 2 872% v O
HGRS = Oé% (X% « . C(?L O 2
\ Oé? k—1 ()ég_:k_l az—k—l ) Un

«;: code locators (distinct), wv;:column multipliers ( # 0)

Reminder. Cqrsis an MDS code, namely, d =n — k + 1.
Theorem. The dual of a GRS code is a GRS code.

Proof. Show that Ggrs can have the same form as Hgrg, with k£ rows, the same
locators, and a different choice of multipliers {v;}. O
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Distinguished Classes of GRS Codes

e Primitive GRS codes:n = q—1 and {aq, o, ..., = F*;usually o; = o' for
a primitive o € F.

e Normalized GRS codes:v; = 1forall 1 < 5 < n.
e Narrow-sense GRS codes:v; = ajforall 1 < 5 < n.

e Allowing one «; = 0 (column [10 ... 0], not in narrow sense GRS):
(singly) extended GRS code = n < q

e Allowing one «; = oo (column [0 ... 01]%, not in narrow sense GRS):
(doubly) extended GRS code = n < q + 1l

Example: Let vy, vs,...,v, bethe column multipliers of a primitive GRS code. We
verify that the dual GRS code has column multipliers «;/v;. Let o be a primitive element
of . For fu; = «a;/vj, a typical entry in the postulated G-H" is

n n an(z+h+1) 1

n
T I ith ith+1 _ (6—=1)(i+h+1) _ _
Gi-H, = E VeV, 0, = E oy = E 0" R — =0
/=1 (=1 (=1

with 0<:<k—1, 0<h<n—k—1 and, thus, 0<i+h+1<n—1 (recall that O(«a)=n).

= (normalized primitive GRS)™ = (narrow-sense primitive GRS).
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GRS Encoding as Polynomial Evaluation

o For u= (ugui ... up_1), let u(z) = ug + wix + ugx® + - - + up_12* 1.

Then,

( 1 1 e 1 \ !

a1 9 ce (87% ’U/ O
c = uGgr=1u- o’ as ... a? 0 2
: : : : ,
K oz’f_l 0/2“_1 047’2_1 ) Un
= [viu(aq) vou(as) ... v ulay,)]

e Minimum distance now follows from the fact that a polynomial of degree
< k — 1 cannot have more than k£ —1rootsin F, =wt(c) >n —k+ 1.

e Decoding as noisy interpolation: reconstruct u(z) from (k + 2t) noisy
evaluations u(aq) + e, u(as) + eo, ..., u(agior) + erio, POSsible if at
most ¢ evaluations are corrupted.
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Conventional Reed-Solomon Codes

e Conventional Reed-Solomon (RS) code: GRS code with n|(¢—1), a € F*

with O(«a) = n,

Oéj:

Uj

e Canonical PCM of a RS code is given by

1 ab

1 O{b+1
Hgg = _

1 obtd—2

® CC CRS < HRscTZO

a(n—l)b

(=1 (b+1)
(# rows = d—1 = n—k)l

o(n—1)(b+d—2)

— c(a®) =0, £="0b,b+1,...,b+d—2.

o ol ol ... abt?=2: roots of Crg

o 9(@) = (z — a")(w — ).

Gadiel Seroussi/Coding Theory/September 8, 2008

(x — a®T972) 1 generator polynomial of Cgs

71



RS Codes as Cyclic codes (another polynomial characterization)

e cC Crs <= c(a®)=0, £=0b,b+1,...,b+d—2
o g(x)=(z—a’)(z—ah) - (z— a2
Therefore, cec Crs <— g(x)|c(x) and

Crs = {u(@)g(z) : deg(u) < k} C Fyfa],

e Everyrootof g(z)isalsoarootof 2" -1 = g(x)|z" — 1.

e Cgs is the ideal generated by g(z) in the ring F,[z|/(z"™ — 1)

e RS codes are cyclic: c¢(z) € Crs = xc(x) mod (" — 1) € Crg, OF
c=|[cpc1...ch_1] € Crs = [Cn_1C0C1 ... Cn2] € Cgg

e Distinguished RS codes

®m Primitive RS: n = ¢ — 1, « primitive element of F,
m Narrow-sense RS: b =1
®m Normalized RS: b =0

Gadiel Seroussi/Coding Theory/September 8, 2008

72



Encoding RS codes

e We can encode GRS codes as any linear code: u — uGggs

e In the polynomial interpretation of RS codes: wu(z) ~— wu(x)g(x),
corresponding to a non-systematic generator matrix

go g1 --- YGn—k 0
G — 9o ?1 :. géik ) (g = 1)

go g1 cor On—k

Gadiel Seroussi/Coding Theory/September 8, 2008

73



Non-systematic Encoding Circuit

Uol ... Uk—1 —
| J= J= T —I

NP

‘ CoC1...Cp—1 —

1 clock cycle multiply ad
delay unit by g;
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Systematic Encoding of RS Codes

o For u(z) € F,[z], let r,(z) be the unique polynomial in F,[z],,—x such
that

ro(z) = 2" "u(z) (mod g(x))
e Clearly, 2" *u(x) — r, () € Cggl

e The mapping &grs : u(z) — 2" *u(x) — r () is a linear, systematic
encoding for Cgrg

Uk—1 Uk—2 Uo 0 0 0
- I O O o o o O rn_k_l rn_k_z o o TO
Cn—-1 Cp—2 ... Cn—-k Cn—k-1 Cn—-k-2 ... €0
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Systematic Encoding Circuit

l

| | LR e
S
- ®

|
1

¢
®

uou1 .. . Ugp—1 —
e Register contents: Ry(x) = 0;
Riy(x) = xRy 1(x)+ x up_y
e Switches ’
m at Afor kcycles = 2" w_a mod g(»)
m at Bfor n — k cycles i=1
¢ = 1,2,....k.
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6. Decoding Generalized
Reed-Solomon Codes
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Decoding Generalized Reed-Solomon Codes

e We consider Cqgg over F, with PCM

( 1 1 1 \ -

5] a9 ce (879 ” O
2 2 2 2
Hgrs = a7 Qe Gy 0
d—2 i-2 d.—2 Un
K Qg 0% .oal )
with aq, as, ..., a, € Fy distinct, and vy, v, ..., v, € [

e Codeword c transmitted, word y received, with error vector

e=(ejey ... e,)=y—cC

e J={k : e, # 0} setof error locations

e We describe and algorithm that correctly decodes y to ¢, under the
assumption |J| < 4(d—1).
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Syndrome Computation

e First step of the decoding algorithm

So
| St | T _ T
S = : = Harsy™ = Hgrse
Sd—2
Zijja — Z Zejvjozg ) (= 0,1,...,d—2

Example: For RS codes, we have o; = o/ ' and v; = o«®U~1, so
J J

— Z yjoé(j_l)(b—i_e) p— y(()éb—i_e) ’ E — O, 1, .« .. ,d—2 I

e Syndrome polynomial.

d—2

_ 14 _

—g Syx E E ejvja E e]ng (avjz
¢=0
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A Congruence for the Syndrome Polynomial

d—2
€;Uj
jeJ E:O
o We have s 1
0 _ d—1
a.r) = mod x
(02 = T )
=0
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More Auxiliary Polynomials

e Error locator polynomial (ELP)

A(z) =[]0~ ajz) (H 0= 1)
¢

jeJT
1

e Error evaluator polynomial (EEP)

['(x) = Zejvj H (1 — apx)

JeJ meJ\{j}

e Ala;t)=0 — x € J roots of EEP point to error locations

o I'(al) = e, [ hernga (- amat)#0 =| ged(A(z),T(x)) =1

e The degrees of ELP and EEP satisfy

degA =|J| and degl < |J|
Of course, we don’t know A(zx), I'(x): our goal is to find them
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Key Equation of GRS Decoding

e Since |J| < i(d— 1), we have

(1)| degA <i(d—1) and (2)| degl' < 2(d—1)

1
e The ELP and the EEP are related by

D)= ey [ (10— ame)= Zejvj% =A®) Z%

j€J meJ\{j} S jeJ

— (3)| A(z)S(z) =T(x) (mod x?~1)

(1)+(2)+(3): key equation of GRS decoding

m (3)isasetof d— 1 linear equations in the coefficients of A and I

m |1(d — 1)] equations depend only on A (corresponding to z*, i > (d — 1))
m we can solve for A, find its root set J, and then solve linear equations for e;

m straightforward solution leads to O(d*) algorithm — we’ll present an O(d?) one
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The Extended Euclidean Algorithm

e Euclid for polynomials: given a(x),b(x) over a field F, with a(x) # 0 and
dega > degb, the algorithm computes

m remainders r;(x), quotients q;(x), and auxiliary polynomials s;(x) and t;(x)

r_1(x) «— a(x); ro(x) «— b(x);

s_1(x) «— 1; so(x) «— 0;

t_1(x) « 0;to(x) «— 1;

for (2 < 1; ri—1(x) # 0; i++) {
qi(x) «— ri—o(x) divr;_1(x);
ri(x) «— ri—o(x) — qi(x)rim1(x);
si(x) «— si—2(x) — qi(x)si—1(x);
ti(x) «— ti—a(x) — qi(x)ti—1(x);

m | et v = largest ¢ such that r; # 0. Then, r,(x) = gcd(a(x), b(x))

m We also know that  s,(x)a(x) + t,(x)b(x) = gecd(a(x), b(x)) (often used to
compute modular inverses)

m This is a special case of a more general relation between the sequences
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Properties of the Euclidean Algorithm Sequences

Proposition. The following relations hold:

(i) Fori =—1,0,...,v+ 1: si(x)a(x) + t;(x)b(x) = ri(x)
(M) For i =0,1,..., v+ 1: degt;, + degr,_1 = dega

Proof. By induction on 4.1

Proposition. Suppose that t(x), r(z) € Flz] \ {0} satisfy the following conditions:

(C1) ged(t(z),r(x)) =1
(C2) degt + degr < dega
(C3) t(x)b(x) = r(x) (mod a(x))

Then, forsome h € {0,1,...,v+1} and a constant c € T, we have
t(x) =c-tp(x) and r(x) =c-rp(x) .

Proof. Standard polynomial manipulations, and observing that the sequence deg r; is
strictly decreasing. [
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Solving the Key Equation

e Apply the Euclidean algorithm with
a(z) = 2% 1 and b(z) = S(z), to produce
Az)=c-tp(x)and I'(x) = c- rp(x)
[the key equation guarantees conditions (C1)—(C3)].

How do we find h —the stopping index?

Theorem. The solution to the key equation is unique up to a scalar
constant, and it is obtained with the Euclidean algorithm by stopping at
the unique index h such that

degr, < 2(d—1) < degrj_1

Proof. Such an h exists because r; is strictly decreasing. The degree properties
follow from the propositions. [
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Finding the Error Values

e Formal derivatives in finite fields: 0 _yait] =320 daat!

(a(z)b(z)) = d'(x)b(x) + alx)V (x) (not surprising)l

e Forthe ELP, we have
Az)=]]A-z) = A@)=) (—a;) ] Q- am),

jed jed meJ\{j}
and, for x € J,

A/(alzl) = —ay H (1 — amalzl) and F(ozgl) = e,k H (1 — amalzl)
meJ\{r} meJ\{r}

e Therefore, for all error locations « € .J, we obtain

ar T(ag') | Forney’s algorithm for
ve A(azl') | errorvalues

Gadiel Seroussi/Coding Theory/September 8, 2008 86



Summary of GRS Decoding

Input: received word (y1 y2 ... yn) € Fy.

Output: error vector (ej es ... e,) € F.

1. Syndrome computation: Compute the polynomial S(z) =

3;02 Sgaﬁe by

Sg:Zijjozﬁ, £=0,1,...,d—2.
j=1

2. Solving the key equation: Apply Euclid’s algorithm to a(z) «— z% ! and b(z) «— S(x)
to produce A(x) < tn(x) and I'(x) < rp(xz), where h is the smallest index < for
which degr; < 3(d—1).

3. Forney’s algorithm: Compute the error locations and values by

’

ej:<

b oé._l
oy I 3_1) if A(a=!) =0
v;  N(aj) ’ L i=1,2,....n.

0 otherwise

Complexity: 1. O(dn) 2. O(|J + 1|d) 3. O(|J + 1|n)

87
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Schematic for GRS Decoder

Y

Y

Buffer H

True False

‘ A}
L Euclid’s ] |
algorithm o | 2iliey”
Fl Usz’ ’LAlOéj_Z

Yj
Ay
v, | > Selector |
LS

vjoz;-i_Q 7= [5(d—1)]
N J U J N J
Y Y Y
Syndrome Key equation Computing error
computation solver locations and values
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Finding Roots of the ELP (RS Codes)

Chien search for RS codes (a; =’ 1 <j <n)

Ao —*GE At clock cycle # 3, the
cell labeled A, contains

TR

Na U7 0<i<r 1<j<n

ol
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RS Decoding Example

Example
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Other Decoding Algorithms

Peterson-Gorenstein-Zierler [1960]: First algorithm for solving the key equation by
solving a system of linear equations on {A;} interms of {S,} — iterates on the number
of errors t, complexity O(d*).

Berlekamp algorithm [1967] (also referred to as Berlekamp-Massey due to a clearer
description and improvements by Massey [1969]): first efficient solution of the key
equation, using Newton’s identities and solving for shortest recurrence that generates
the syndrome sequence. Complexity comparable to the Euclidean algorithm.

Welch-Berlekamp [1986]: Solves key equation starting from remainder syndrome
y(z) (mod g(x)), without computing power sums. Akin to continued fractions and
Padé approximations. Suitable for soft-decoding.

List decoding Decodes beyond = = |3(d — 1)] errors, producing a list of candidate
decoded codewords. Very often, the coset leader is unique even beyond 7. Dates back
to the '50s, but has gotten recent focus due to elegant and efficient algorithms by Sudan
['97] and others for GRS and AG codes.

Many other variants: time/frequency interpretations, time-domain decoding [Blahut '83],
soft decision etc. ...
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/. Codes Related to GRS Codes
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Alternant Codes

e Let F =T, and let Cqrs be an [N, K, D] code over & = F,m. The set
of codewords of Cqrs With coordinates in I, is called an alternant code,
Coit = Cars NFYN. Fora PCM Hggs of Cars, We have

ce Cy <= ceFYand Herse! = 0.

This is also called a sub-field sub-code.

e Let [n,k,d] be the parameters of C,;;. Clearly, n = N,and d > D; D'is
called the designed distance.

Each row of Hgys translates to < m independent rows over F, so

n—k<(N—-Km=(D-1m = k>n—(D—-1)m

e Decoding: can be done with the same algorithm that decodes Cggs.
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Binary Narrow-Sense Alternant Codes

e Consider F = Fy and Cars over Fom, with odd D and N < 2™ — 1. For ¢ € FY,

n
c€ Cux < Y ca;=0 fori=1,2,3,...,D-1.
j=1

Over [y,

n

cha;:() <~ ch 2~

71=1
Therefore, check equations for even values of 4 are dependent and the redundancy

bound can be improved to

(D—1)m
n—k< :
e A more compact PCM for C.:

( o (0% « .. (679 \
ay a,
ai o a,
D—-2 5—2 D—-2

\ Qy ) ap, /

e Decoding: same as Cgrs, but error values not needed = simpler key equation alg.
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BCH Codes

e Bose-Chaudhuri-Hocquenghem (BCH) codes are alternant codes that correspond to
conventional RS codes, i.e., for Crs : [N, K, D] over F,m, Cpcu = Ffj N Crs.

e N mustdivide ¢ — 1 = gcd(V,q) = 1. Conversely, if gcd(V,q) = 1, then ¢
belongs to the multiplicative group of the integers modulo N. So, given a code length
n = N, the smallest possible value of m is the order of ¢ in the multiplicative group
modulo N.

Summary of BCH code definition

e Code of length n» > 1 over F, such that gcd(n,q) =1
e m > 1:[smallest] positive integer s.t. n|q¢™ — 1

o o c [Fym: element of multiplicative order n

e D > 0, b:design parameters

Cron = {c(az) € (F,)nlz] @ c(af) =0, €zb,b—|—1,...,b—|—D—2}
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BCH Code Example

Example: We design a BCH code of length n = 85 over 5 that can correct 3 errors.

m = smallest positive integer s.t. 85|2"—1 = m = 8.

b=1 = narrow-sense

D =7 = 3-error correcting

n—k<(D-1)m/2 =24

resulting Cpcu is [85, >61, >7] over Ty

Let ~ be a primitive element of & = F.s, o = ~°, so that O(a) = 85.

a 24 x 85 binary PCM of the code can be obtained by representing the entries in Hg
below as column vectors in 5.

1 « o2 .. o . o o
Hey = 1 o8 af ... ¥ .. a? o
1 o oa'% .. % .. a™ a®

Let ~ be a root of p(z) = z® + z® + 2° + x + 1 (primitive polynomial). Represent

Fys = Fa(y) = Falz]/(p(x)). Then,
a = — [00010000]"
ol = 4 = A4+ 4+~ 44" — [01100011]F
o = AP = AP A4 AT — [00010011]"

The second column in Hy,, will be [00010000 01100011 00010011]"
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BCH Code Example (continued)

A codeword c € Cpcp satisfies ¢(a) = 0. Therefore,

2

n—1 n—1 n—1
0=c(a)’ = <Z cixi) = Z crat = Z cir” = c(a’).

For the same reason, c(a)=c(a®)=c(a®)=c(a®)=...=c(a'®®)=0 = M (z),
the minimal polynomial of «, divides c(x).

Similarly for Ms(x), the min. poly. of alpha®, and Ms(x), the min. poly. of «”.
Let g(x) = Mi(x)Ms(x)Ms(x). Then,

c € Ceen <& g(x)|c(x).

g(x) is the generator polynomial of Cgcu, Which is presented as a cyclic binary code.

In the example, Ml(x):x8—|—x7—|—az3—i—x—|—1, M3(23‘):$8—|—$7—|—$6—|—£U4—|—$3—|—$2—|—1,
M5(:c):a:8+x5—1—334—|—a:3—|—1.

N g(a:):9024+:1:17—|—a:16—|—:v15—|—:c14—|—:c12—|—:1311—|—ac8—|—336—|—ac5—|—az2—|—w—|—1.
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BCH Code Example (continued)

As with RS codes, we have the polynomial (cyclic) interpretation of BCH codes:
u(x) +— c(x)=u(x)g(x), with u(x) € Fy[z] (a binary polynomial of degree < k),
corresponding to a non-systematic binary generator matrix

go g1 .. Gn—k

G = O go .9.1 . gn—k : O (gn_k _ 1)

go g1 ceo Y9n—k
In the example, this representation also implies that kpcy = 85 — 24 = 61, the rank
of G.

Codes with dimension better than the bound are obtained when some of the minimal
polynomials M, are of degree less than m.

such a code would be obtained, for example, if we changed the parameter b so that
o' were one of the roots. In this case (no longer a narrow sense code), we have

O(a') =5 = Mpy(z) = 2"+’ +2°+ax+1,

'’ € Fig C Fasg.
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MDS Codes and the MDS Conjecture

e MDS codes satisfy the Singleton bound with equality: d = n — k + 1
e GRS codes are MDS

m there exist GRS codes with parameters [n,k,n —k+ 1], 1 < k <n < g+ 1, for
all finite fields F,

m recall that lengths ¢, ¢ + 1 can be obtained using column locators 0 and oo
m when ¢ = 2™ and k£ = 3, the matrix

1 1 A | 1 0 O generates a [¢ + 2,3, q] linear MDS
a1 az ... a1 0 1 0 triply-extended GRS code;
of oy ... a2 0 0 1 its dual isa [¢ + 2,q — 1, 4] MDS code

m the [n,n, 1] full space, [n, 1, n] repetition code, and the [n,n — 1, 2] parity code
are MDS, for any length » and field I,

® no other non-trivial MDS codes of length > q + 1 are known. Let

L,(k) =max{n : 3[n,k,n —k + 1] MDS code overF, }.

The MDS Conjecture. L,(k) = g + 1, except for the cases listed above.
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MDS Conjecture Plot

e code exists for all g
B X code exists iff g=2""
oy — proven bound
4 q ---  conjectured bound
_1 -
qg-2
N\
1 \
: N\
N\
AN
3 I
2..
1 -
0 | | | | | 1 | 1
2 3 q-24q-1 q q+1
—ii

one of the long-standing open problems in coding theory
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Interleaving and Burst Error Correction

'

code word

— burst

A

e [nterleaving spreads bursts of errors among codewords, so that each codeword is

affected by a small number of errors.

e Cost: increased /atency
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Concatenated Codes

e Let C;, be an [n, k,d| code over F = F, (the inner code), and let C,, be
an [N, K, D] code over ® =F . (the outer code)

e Represent ® as vectors in F* using a fixed basis of ® over

e A concatenated code C.. is constructed by replacing each F*-symbol in
Cout By its mapping to F” according to C;,.

e C..t has parameters [nN,kK,> dD] over F

e Cout IS typically taken to be a GRS code.

m By letting k£ grow, we can obtain arbitrarily long codes over F,, for fixed g. By careful
choice of C;,, very good codes can be constructed this way.
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