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 NormsNorms are a flexible way to specify the boundaries of 

acceptable (legal) behaviour
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 reduce uncertaintyuncertainty of other agents’ behaviour
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an illegal (unsafe) state.

Lw

af
et

y
af

et
y violation

eI
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tit
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eI
ns
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u g ( )

 SanctionsSanctions are actions to make 
agents become legal (safe) 
again N

SS
es

s
es

s

sanction

s 
an

d 
e

s 
an

d 
e again.

 Sanctions include the actions 
to recover the system from a 

Ni
So
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e
So

un
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e
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Normative Agents (VNormative Agents (VII))
C t tC t t

r R
eg
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r R

eg
u ContextContext

 In real domains norms are not universally 
valid but bounded to a given context.

ha
vi

ou
r

ha
vi

ou
r valid but bounded to a given context.

 HC norms bounded to trans-national, national 
and regional contexts

 A ContextContext is a set of worlds with a shared W

fo
r B

eh
fo

r B
eh  A ContextContext is a set of worlds with a shared 

vocabulary and a normative framework
 e-instX is a context defining a ontology

and a normative specification
Cn

W

ut
io

ns
 f

ut
io

ns
 f and a normative specification

 Usually nested contextsnested contexts
 there are super-contexts that have an                     

influence in e inst ontology and norms

Ca

orgx

eI
ns

tit
u

eI
ns

tit
u influence in e-instX ontology and norms

 Special impact on the Ontologies
 Proposal: not to force a single representation        

for all contexts but interconnected ontologies

gx
e-instx

s 
an

d 
e

s 
an

d 
e for all contexts, but interconnected ontologies 

(multi-contextual ontologies).
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Normative Agents (VINormative Agents (VIII))
r R

eg
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u

Nw

W
Ca

g (g ( ))
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r

CNa
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eh La
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io
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 f Gi
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Implementing Normative AgentsImplementing Normative Agents (I)(I)
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u p e e t g o at e ge tsp e e t g o at e ge ts ( )( )

ve
l
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ct

ha
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ou
r
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ou
r

m
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Le
v

A
bs

tr

[O, P, F]

[E, G, H]
Delliberative

 Problem: HOW to introduce 
norms in the existing agent 

fo
r B
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fo

r B
eh N
or

m
l

Normative
Agents

??
??

implementations?

 There are already 

ut
io

ns
 f

ut
io

ns
 f

pt
iv

e 
Le

ve
l

3APL
GAIA

??y
implementations based in the 
BDI agent framework
 E g 3APL agents JACK

eI
ns

tit
u

eI
ns

tit
u

D
es

cr
ip

Pr
oc

ed
ur

al

JACK, JADE,
FIPA OS

 E.g., 3APL agents , JACK 
agents, JADEx agents.

s 
an

d 
e

s 
an

d 
e

1 Ag. 2 Ag.

Single One-to-One

 Idea: Extend the BDI interpreter 
to include norms.
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Norms and Norms and 
A t (IX)A t (IX)

r R
eg

u
r R

eg
u

Plan

Agents (IX)Agents (IX)
ha

vi
ou

r
ha
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r a
selection Norm obligations 

add actions to the 
set of options and 

fo
r B

eh
fo

r B
eh may define some 

priorities or 
precedence

ut
io

ns
 f

ut
io

ns
 f

Pl Norm prohibitions

eI
ns

tit
u

eI
ns

tit
u Plan

execution
Norm prohibitions 
delete actions from 
the set of options
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e
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e
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Norms in Agent Platforms:Norms in Agent Platforms:

fo
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Norms in Agent Platforms:Norms in Agent Platforms:

Electronic InstitutionsElectronic Institutions

ut
io

ns
 f

ut
io

ns
 f Electronic InstitutionsElectronic Institutions

eI
ns
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u
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ns
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e
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e
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Electronic Institutions (I)Electronic Institutions (I)
r R
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u

r R
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u ect o c st tut o s ( )ect o c st tut o s ( )

 Need of a safe environment where proper behaviour is 
f d

ha
vi

ou
r

ha
vi

ou
r enforced.

 InstitutionsInstitutions are a kind of social structure where a 
f t i t (th i tit ti ) h th

fo
r B

eh
fo

r B
eh corpora of constraints (the institution) shape the 

behaviour of the members of a group (the organization)

f

ut
io

ns
 f

ut
io

ns
 f  An ee--InstitutionInstitution is the computational model of  an 

institution through the specification of its normsnorms in 
(some) suitable formalism(s).

eI
ns

tit
u

eI
ns

tit
u (some) suitable formalism(s).

 Agent behaviour guided by Normsbehaviour guided by Norms
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e
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e

N
or

m
s

N
or

m
s

32



la
tio

n
la

tio
n

Electronic Institutions (II)Electronic Institutions (II)
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u ect o c st tut o s ( )ect o c st tut o s ( )
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r
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r

OperA
[Lopez y Lopez Luck]

OMNI
 Problem: no connection 

between theoretical work on 

fo
r B

eh
fo

r B
eh

[Lopez y Lopez, Luck]
CASHARMONIA( HARMONIA  

+
O A

eInstitutions and practical 
implementations on 
eInstitutions

ut
io

ns
 f

ut
io

ns
 f OperA

+
ISLANDER )

eInstitutions

 First proposal: the

eI
ns

tit
u

eI
ns

tit
u

ISLANDER
First proposal: the 
HARMONIA framework 

 Ongoing work: the OMNI 

s 
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d 
e

s 
an

d 
e

Social Structuresill-structured
interactions

g g
framework 
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Electronic Institutions (IElectronic Institutions (IIII)I)
ThTh OMNIOMNI f kf k
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Abstract

The The OMNI OMNI frameworkframework
ha

vi
ou
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r

Statutes (values,objectives,context) Model Ontology
Abstract

Level

fo
r B
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fo

r B
eh

Organizational
Model

Norm level

Rule level

Generic
Comm.
Acts

Concrete
Domain

Ontology

Concrete
Level

ut
io

ns
 f

ut
io

ns
 f

Social
Model

Interaction
Model

Rule level

Normative

Acts Ontology

SpecificProceduralImplementation

eI
ns

tit
u

eI
ns

tit
u Model ModelNormative

Implementation
p

Comm.
Acts

Domain
Ontology

Implementation
Level

Agents

s 
an
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e

s 
an

d 
e

Normative Dimension Organizational 
Dimension

Ontological 
Dimension
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Electronic Institutions (IElectronic Institutions (IIII)I)
ThTh OMNIOMNI f kf k

r R
eg

u
r R

eg
u The The OMNI OMNI frameworkframework

ha
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r
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OrganizationalOrganizational ModelModelNormative Normative Concrete Concrete LevelLevel

Role

Ontological  Ontological  
Concrete Concrete LevelLevel

Architectural Templates

fo
r B
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Social structure Interaction structure
SCENE

Norms

Scene
Ontologies

ut
io

ns
 f

ut
io

ns
 f

ROLE

role
relation

objectivesnorms

SCENE
SCRIPT

SCENE
SCRIPT

results

scene
transition

Norms Transition
Norms

CommunicationR l

eI
ns

tit
u

eI
ns

tit
u

ROLE

relation

player

landmarks

norms constraints Communication
languages

Role
Rules

Scene
Rules

Transition
Rules

s 
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e
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e Rules
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ExampleExample
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u
ABSTRACT LEVELLAWS

ha
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r

OONT(appropriate(distribution))

CONCRETE LEVEL

fo
r B

eh
fo

r B
eh OONT(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

ut
io

ns
 f

ut
io

ns
 f OCARREL(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

eI
ns

tit
u

eI
ns

tit
u

[assign(organ,recipient)]done(ensure_appropriateness(organ,recipient))

s 
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d 
e

s 
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e

ensure_appropriateness(o,r) assign(o,r)

ensure_quality ensure_
compatibility

PROCEDURE LEVEL
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Context as source of interpretationContext as source of interpretation
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ABSTRACT LEVELLAWS
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OONT(appropriate(distribution))

Spanish
National HealthCONCRETE LEVEL

fo
r B

eh
fo

r B
eh OONT(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

O (ensure quality(organ) < do(assign(organ recipient)))

National Health
System

ut
io

ns
 f

ut
io

ns
 f OCARREL(ensure_quality(organ) < do(assign(organ,recipient)))

OCARREL(ensure_compatibility(organ,recipient) < do(assign(organ,recipient)))

eI
ns

tit
u

eI
ns

tit
u [assign(organ,recipient)]done(ensure_quality(organ))

[assign(organ,recipient)]done(ensure_compatibility(organ,recipient))

s 
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e
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e

ensure_appropriateness(o,r) assign(o,r)

ensure_quality ensure_
compatibility

PROCEDURE LEVEL
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Current version of the ideaCurrent version of the idea
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ABSTRACT LEVELLAWS
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OBLIGED( ONT, appropriate(distribution))

Spanish
National HealthCONCRETE LEVEL

fo
r B
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fo

r B
eh OBLIGED( ONT, ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

National Health
System

ut
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ns
 f

ut
io

ns
 f OBLIGED( ONT, ensure_quality(organ) BEFORE do(assign(organ,recipient)))

PROCEDURE LEVEL

eI
ns
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u

eI
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u

OBLIGED(utter (S7, W3, quality_ensured(organ)) IF (uttered(S7,W3,assign(organ,recipient)))

s 
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e

s 
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d 
e

uttered(S7,W3,assign(organ,recipient) ^ not uttered (S7,W3,quality_ensured(organ)) 
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Implementing Norms in eInstitutions (I)Implementing Norms in eInstitutions (I)
r R
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u p e e t g o s e st tut o s ( )p e e t g o s e st tut o s ( )
 Implementation of norms                                                  

from institutional perspective== Implementing a theorem prover 
to check protocol compliance

ha
vi

ou
r

ha
vi

ou
r from institutional perspective

 Implementation of a safe environment  (norm norm 
enforcementenforcement)

to check protocol compliance

fo
r B

eh
fo

r B
eh  2 options depending on control over agents

 Defining constraints on unwanted behaviour
 Defining violations and reacting to these violations

ut
io

ns
 f

ut
io

ns
 f  Defining violations and reacting to these violations

 our assumptions:
 Norms can be sometimes violated by agents

eI
ns

tit
u

eI
ns

tit
u

 The internal state of agents is neither observable nor 
controlable

• actions cannot be imposed on an agent´s intentions

s 
an

d 
e

s 
an

d 
e • agents as black boxes

• only their observable behaviour and actions
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Implementing Norms in eInstitutions (II)Implementing Norms in eInstitutions (II)
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u p e e t g o s e st tut o s ( )p e e t g o s e st tut o s ( )
 NormsNorms describe which states/actions within the  e-

organization should ideally take place

ha
vi

ou
r
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ou
r organization should ideally take place

 NormsNorms are too abstract, no operational
 A norm implementationnorm implementation is composed by:

fo
r B
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fo

r B
eh
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SOA GovernanceSOA Governance

ut
io

ns
 f

ut
io

ns
 f SOA GovernanceSOA Governance

asas
ContractContract--based Institutionsbased Institutions

eI
ns
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u

eI
ns

tit
u ContractContract based Institutionsbased Institutions

s 
an

d 
e

s 
an

d 
e

http://www.lsi.upc.es/~webia/KEMLGN
or

m
s

N
or

m
s



la
tio

n
la

tio
n

Target: Service Oriented ArchitecturesTarget: Service Oriented Architectures
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 Current trend in distributed computation: Webservices, 
GRID computing
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 Service Oriented Architectures framework
 Broad definition of service as component that takes some inputs 

and produces some outputs

fo
r B

eh
fo

r B
eh

and produces some outputs. 
 Services are brought together to solve a given problem typically 

via a  workflow definition that specifies their composition.

 Every application is made up of actors

ut
io

ns
 f

ut
io

ns
 f  Every application is made up of actors

 Every change that happens is an action by an actor

 Actors communicate by sending messages

eI
ns

tit
u

eI
ns

tit
u  Actors communicate by sending messages

 Every action is triggered by a message

 The outputs of (messages sent by) an actor are caused by the

s 
an

d 
e

s 
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d 
e  The outputs of (messages sent by) an actor are caused by the 
inputs to (messages received by) the actor
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How can norm compliance be introduced in SOA?How can norm compliance be introduced in SOA?
r R

eg
u

r R
eg

u o ca o co p a ce be t oduced SOo ca o co p a ce be t oduced SO

 SOA governanceSOA governance
refers to policies and software tools that aim to manage

ha
vi

ou
r
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ou
r

 refers to policies and software tools that aim to manage 
service-oriented architecture 

 involves both design-time and run-time aspects 
f

fo
r B

eh
fo

r B
eh • Design-time: enterprise architects create a set of rules that 

define 
– how services should be constructed

h i b d l d (i l di i ht )

ut
io

ns
 f

ut
io

ns
 f – how services may be deployed (including access rights)

• Run-time: Governance software 
– helps put the SOA guidelines into action 

monitors the performance of services

eI
ns

tit
u

eI
ns

tit
u – monitors the performance of services

 SOA provenanceSOA provenance
 Refers to desired process definition (workflows) and 

s 
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d 
e

s 
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d 
e

software tools to trace process execution
 Includes tools to register meaningful events and 

interactions and to re-create
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SOA and the ‘Future Internet’SOA and the ‘Future Internet’
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u SOA and the Future InternetSOA and the Future Internet

 Visions of Service Oriented Business Environments are well 
established

ha
vi

ou
r

ha
vi

ou
r established

 huge challenges remain, in particular: 
 Greater scale and openness conflict with standard assumptions 

fo
r B

eh
fo

r B
eh about the behaviour of actors in the world 

 Increased Autonomy / Flexibility conflict with our ability to ensure 
predictable execution
D i di / l bi di fli t ith h d f S d

ut
io

ns
 f

ut
io

ns
 f  Dynamic discovery / late binding conflict with the need for Sound 

Legal Guarantees 
 The gap between human perceptions of business interactions 

eI
ns

tit
u

eI
ns

tit
u – and their low level implementation remains very large
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ContractContract--based SOA Governancebased SOA Governance
r R
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u ContractContract based SOA Governancebased SOA Governance

 Contract based approaches promise two clear med/long term 
benefits in Ser ice Oriented B siness en ironments

ha
vi

ou
r

ha
vi

ou
r benefits in Service Oriented Business environments:

 Closer linkage between technical implementation and 
responsibilities / obligations
Abstraction away from internal execution details in order to

fo
r B
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fo
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eh  Abstraction away from internal execution details in order to 

support formal verification of distributed enterprise systems
 Project Meme:

C / ifi i f i b b i

ut
io

ns
 f

ut
io

ns
 f  Contracts are a proxy / specification for action by business 

software components, they can provide the basis for sound 
specification of distributed business systems.

eI
ns
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Where are the Contracts?Where are the Contracts?
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 Contracts:
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 Make explicit the obligations of each of the parties in the 
transactions

fo
r B

eh
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eh  Make explicit what each system can expect from another

 Bind together:

ut
io
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 The electronic interaction (web services) with 
 The business obligation with 

eI
ns
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u
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 Prediction as to whether the system will function to get the job 
done
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e
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 A contract instantiation creates a contracting environment
 Monitors contractual clauses (Deontic statements  norms!)
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Contracting language overview (I) Contracting language overview (I) 
C t t iC t t i

r R
eg
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eg
u Contract expressionsContract expressions

<ISTContract
<Clause>
OBLIGED (Operator

DO PayForEngine(amount engine Operator EngineManufacturer)

ha
vi

ou
r

ha
vi

ou
r

ContractName="AftercareContract"
StartingDate="2007-01-01T00:00:00+01:00"
EndingDate="2008-01-01T00:00:00+01:00"

<ContractParties>
<Agent AgentName="KLM">

<Clause>
…
<ExplorationCondition>

<BooleanExpression>

DO PayForEngine(amount, engine, Operator, EngineManufacturer)
BEFORE (2008-07-1T15:30:30+01:00)

)

fo
r B

eh
fo

r B
eh xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xsi:noNamespaceSchemaLocation="http://www.ist-contract.org/schemas/ISTContract.xsd">
<Contextualization>

Agent AgentName KLM  
< AgentReference>http://www.ist-contract.org:8080/services/KLM
</AgentReference>
<AgentDescription>Royal Dutch Airlines</AgentDescription>

<BooleanExpression>
Before(2008-07-1T15:30:30+01:00)

</BooleanExpression>
</ExplorationCondition>

ut
io

ns
 f

ut
io

ns
 f ... 

</Contextualization>
<Definitions>

g p y g p
</Agent>
…

</ContractParties>

</ExplorationCondition> 
<DeonticStatement>

<Modality><OBLIGATION></Modality>
<Who> <RoleName>Operator</RoleName> </Who>

eI
ns

tit
u

eI
ns

tit
u ...

</Definitions>
<Clauses>

…
<RoleEnactmentList>
<RoleEnactmentElement AgentName="KLM"

<Who> <RoleName>Operator</RoleName> </Who>
<What>

<ActionExpression>
PayForEngine(amount engine Operator EngineManufacturer)

s 
an

d 
e

s 
an

d 
e ...

</Clauses>
</ISTContract>

RoleName=“Operator"/>
…

PayForEngine(amount, engine, Operator, EngineManufacturer)
</ActionExpression>

</What>
</DeonticStatement>
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Contracting language overview (II)Contracting language overview (II)
R l ti b t l tR l ti b t l t
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u Relations between language componentsRelations between language components
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Contracting language overview (III) Contracting language overview (III) 
C i ti M d lC i ti M d l

r R
eg
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u Communication ModelCommunication Model

Interaction
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Context LayerContext Layer

Protocol S1

S2
Interaction
context: 

fo
r B
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r B
eh Interaction Protocol LayerInteraction Protocol Layer

Message envelope + intentionality: 
from service S1 to service S2

handling: S1

ut
io

ns
 f

ut
io
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 f

Contractual
Ontology

Message LayerMessage Layer

Statements / actions related to 
contracts:

from service S1 to service S2 …
Request[cancel(contract C1)]

eI
ns

tit
u

eI
ns

tit
u Message Content LayerMessage Content Layer

A contract: 
“th k h i bli d t

contracts: 
cancel(contract C1)
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Domain
Ontology Domain Ontology LayerDomain Ontology Layer

Contract LayerContract Layer “the workshop is obliged to
repair the car in 2 days”

Domain terms: car, workshop, repair
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 New systems interconnected in distributed scenarios
 E.g. Health Care services 
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 Need to explicitly handle the problem of 
 variety of regulations 
 trust coordination and communication between agents of different
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eh  trust, coordination and communication  between agents of different 

systems

 Proposal of a language for normslanguage for norms
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 Concept of NNormative ormative AAgentsgents. 
 Norms to define acceptable behaviour
 Impact on the agent implementation
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 Concept of Electronic InstitutionsElectronic Institutions
 Norms to build a safe environment
 Implementation of enforcement mechanisms
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e  Implementation of enforcement mechanisms

 Contracts as one way to bring institutions into SOA
 Clauses are agreed norms between contractual parties
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 A contract instantiation creates an institution on-demand
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eh more concretemore concrete Normative DescriptionNormative Description

(Deontic, Formal)
Design 
guidance, Traceability

Electronic ContractsElectronic Contracts

ut
io

ns
 f

ut
io

ns
 f

Operational DescriptionOperational Description
(Operational, Computational)

Maintenance

Action Descriptions, Action Descriptions, 
WorkflowsWorkflows
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Electronic InstitutionsElectronic InstitutionsNormative AgentsNormative Agents

WorkflowsWorkflows
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Norm enforcementNorm enforcement
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Normative AgentsNormative Agents

Norms in Norms in 
delliberationdelliberation

ContractContract--Aware AgentsAware Agents

(Clause) Norms  in (Clause) Norms  in 
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Contractual InstitutionsContractual Institutions

(Clause) Norm enforcement(Clause) Norm enforcement
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 Landmark patterns: partial accessibility relations from 

landmark to landmark
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 Idea 1: do not try to map ALL states, only the landmarks
 Regulations usually define those important states, and
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what should/should never happen among them
 We can define landmarks in the normative level in terms of 

acceptable/unacceptable states of affairs
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 We can define landmarks in the operational level as states 
in the state machine

 Hypothesis: an execution is norm-compliant if the
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uttered(S,W,R) uttered(S,W,D)
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