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 How do norms influenceinfluence thethe behaviourbehaviour of the agent?
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• Most of the approaches talk about normsnorms but a close up look
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“Di ib i di hi l i i l f li ”

d 
El

ec
tr

d 
El

ec
tr – “Distribution according to ethical principles of equality”

– “Fairness of transaction”
– “Respect privacy of persons”

rm
s a

nd
rm

s a
nd

p p y f p

•• ValuesValues can be considered as the most abstract level on which norms 
are expressed.

e 
of

 N
or

e 
of

 N
or

• The values of an organization can be defined by the set of Abstract Abstract 
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D(equity) =:= { F(discriminate(x,y,age)),
O(find_best_recipient(organ)),
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• Norms are abstractabstract if they use concepts that are not fully 
described in the organization’s ontology
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In described in the organization s ontology.

– “It is forbidden to discriminate based on age”
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• example 1: Abstract actions
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In “a living donor should consentconsent to the donation of an organ”
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or the  ONT is obliged to ensure that the distribution of organs 

and tissues is appropriateappropriate”

O (ensure quality(organ)) 

Th
e 

U
se

Th
e 

U
se OONT(ensure_quality(organ)) 
OONT(ensure_compatibility(organ, recipient)) ONT OONT(appropriate(distribution))
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Abstract/Concrete Level 
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io Representing Norms

• Formal representation of norms needed

ro
ni

c 
In

ro
ni

c 
In

• Which logic?

d 
El

ec
tr

d 
El

ec
tr – Abstract and Concrete Norms permit, oblige or prohibit

– Concrete Norms may be conditional

rm
s a

nd
rm

s a
nd – Concrete Norms may have temporal aspects

– Concrete Norms are relativized to roles

e 
of

 N
or

e 
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 N
or

variant of Deontic Logic

Th
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Th
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se variant of Deontic Logic
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Concrete Level: Concrete Norms
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Co c e e eve : Co c e e No s

• Concrete norms are the result of translating the abstract norms

ro
ni

c 
In

ro
ni

c 
In • Concrete norms are the result of translating the abstract norms 

in the context of the organization into norms that make use of 
terms and actions that are defined in the organization’s 

d 
El

ec
tr

d 
El

ec
tr ontology.

rm
s a

nd
rm

s a
nd Ohosp(consent(donor(p,x)) < done(transplant(hosp,x,p,q)))

e 
of

 N
or

e 
of

 N
or

• Problem: HOW is a concrete norm like this implemented in an 
ee OrganizationOrganization?

Th
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U
se

Th
e 

U
se ee--OrganizationOrganization?
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• Translation from NormativeNormative dimension to a DescriptiveDescriptive one

ro
ni

c 
In

ro
ni

c 
In

– Idea: reduction from Deontic LogicDeontic Logic to Dynamic LogicDynamic Logic
[J.-J. Meyer]

d 
El

ec
tr

d 
El

ec
tr [ y ]

Ohosp(consent(donor(p,x)) < do(transplant(hosp,x,p,q)))

rm
s a

nd
rm

s a
nd

[transplant(hosp,x,p,q))]done(consent(donor))

e 
of

 N
or

e 
of

 N
or

Obuyer(pay(goods,seller,price) < do(exit(buyer)))

Th
e 

U
se

Th
e 

U
se

not(done(pay(goods,seller,price)))       [exit(buyer)]V(fine(buyer))
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• Rules, Violations and Sanctions
Violation r les define iolations

ro
ni

c 
In

ro
ni

c 
In – Violation rules define violations

– A violationviolation is composed by
di i

d 
El

ec
tr

d 
El

ec
tr • pre-conditions

• sanction
• side effects

rm
s a

nd
rm

s a
nd side effects

–– PrePre--conditionsconditions are used by Police AgentsPolice Agents to detect violations.

e 
of

 N
or

e 
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 N
or –– SanctionsSanctions are used by Flexible Normative AgentsFlexible Normative Agents to reason about 

the utility of breaking the related rule.

Th
e 

U
se

Th
e 

U
se –– Side effectsSide effects are used by internal agentsinternal agents to recover the system from 

the violation.
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• Idea: the final implementation of the system Flexible Normative Flexible Normative 
AgentsAgents

ro
ni

c 
In

ro
ni

c 
In • two options (non-exclusive!):

To have an interpreter that can “read & execute” directly the

AgentsAgents

(able to interpret rules 
and protocols )

d 
El

ec
tr

d 
El

ec
tr – To have an interpreter that can read & execute  directly the 

formulae in the rule level.

T t l t th f l i t t t l d

rm
s a

nd
rm

s a
nd – To translate the formulae into concrete protocols programmed 

in a standard programming language

d fi i t i t d t t f lfill t

e 
of

 N
or

e 
of

 N
or • defining constraints on procedures to guarantee fulfillment 

of norm

• defining triggers on violation of norms to punish the

Standard AgentsStandard Agents

(able to choose and follow 
protocols)

Th
e 
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se

Th
e 

U
se • defining triggers on violation of norms to punish the 

violation

p )

TT

javier@cs.uu.nl



on
s..

. 
on

s..
. 

Normative Implementation Level (II)
ns

tit
ut

io
ns

tit
ut

io

P

W
Ca

B AN

ro
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tr
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ec
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rm
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rm

s a
nd

KiNi
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or

rolen

i

Th
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Th
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se rolen

rolen
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D(appropriate(distribution))

ABSTRACT LEVEL

ro
ni

c 
In

ro
ni

c 
In OONT(appropriate(distribution))

(CONCRETE) NORM LEVEL

d 
El

ec
tr

d 
El

ec
tr OONT(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))
( )

rm
s a

nd
rm

s a
nd OCARREL(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

RULE LEVEL

e 
of

 N
or

e 
of

 N
or [assign(organ,recipient)]done(ensure_appropriateness(organ,recipient))

Th
e 

U
se

Th
e 

U
se

ensure_appropriateness(o,r) assign(o,r)

ensure_quality ensure_
compatibility

NORMATIVE IMPLEMENTATION LEVEL
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• There are several definitions of PolicyPolicy
– Policies as lowlow--level planslevel plans or protocols

ro
ni

c 
In

ro
ni

c 
In Policies as lowlow level planslevel plans or protocols

– Policies as values or aimsvalues or aims of the organization
– Policies as highhigh--level planslevel plans,                   ABSTRACT LEVELSTATUTES

d 
El

ec
tr

d 
El

ec
tr relating organizational aims with      

procedures

•• PoliciesPolicies are ertical elements linking CONCRETE LEVEL

•Values
•Objectives
•Context

rm
s a

nd
rm

s a
nd •• PoliciesPolicies are vertical elements,linking 

organization’s values with the                
related norms and rules to the final 

CONCRETE LEVEL

Concrete Norms

Po
lic

y k

e 
of

 N
or

e 
of

 N
or implementation

– e g : allocation policy security policy NORMATIVE IMPLEMENTATION LEVEL

Rules

Th
e 
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Th
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U
se e.g.: allocation policy,security policy

Procedures
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ro
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In
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rm
s a

nd
rm

s a
nd
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or
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 N
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Th
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• Role definition guided by goal distribution
Origin: Objecti es in Stat tes

ro
ni

c 
In

ro
ni

c 
In

Increase

– Origin: Objectives in Statutes
• Distribution of responsibilities

d 
El

ec
tr

d 
El

ec
tr

allSeek
donations

Increase
donations

Give
consent

rm
s a

nd
rm

s a
nd

health
org. patient

Promote
d ti

consent

e 
of

 N
or

e 
of

 N
or

ONT hospital donor recipient

donations Identify
possible donors

Th
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se

Th
e 

U
se

p p

Promote
donations

GiveTT
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•• StatutesStatutes make reference to a surrounding context

ro
ni

c 
In

ro
ni

c 
In • Links with the idea of nested contextsnested contexts

– e-orgX is a context defining a vocabulary
and a normative system W

d 
El

ec
tr

d 
El

ec
tr and a normative system

– there are super-contexts that have an                     
influence in e-orgX definition Cn

W

rm
s a

nd
rm

s a
nd • formal view: influence as interpretationinterpretation

in the subcontext
Ca

orgx

e 
of

 N
or

e 
of

 N
or – counts-as operator     S as a link between 

interpretations


gx
e-orgx

Th
e 

U
se

Th
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se • influence in several levels of abstraction

– vocabulary (terms, predicates)
– values, norms, rules and proceduresTT
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D(appropriate(distribution))

ABSTRACT LEVEL

ro
ni

c 
In

ro
ni

c 
In OONT(appropriate(distribution))

(CONCRETE) NORM LEVEL
Spanish

National Health

d 
El

ec
tr

d 
El

ec
tr OONT(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

( ) National Health
System

rm
s a

nd
rm

s a
nd OCARREL(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

RULE LEVEL

e 
of

 N
or

e 
of

 N
or [assign(organ,recipient)]done(ensure_appropriateness(organ,recipient))

Th
e 
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se

Th
e 
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se

ensure_appropriateness(o,r) assign(o,r)

ensure_quality ensure_
compatibility

NORMATIVE IMPLEMENTATION LEVEL
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D(appropriate(distribution))

ABSTRACT LEVEL

ro
ni

c 
In
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c 
In OONT(appropriate(distribution))

Spanish
National Health(CONCRETE) NORM LEVEL

d 
El

ec
tr

d 
El

ec
tr OONT(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

O (ensure quality(organ) < do(assign(organ recipient)))

National Health
System

( )

rm
s a

nd
rm

s a
nd OCARREL(ensure_quality(organ) < do(assign(organ,recipient)))

OCARREL(ensure_compatibility(organ,recipient) < do(assign(organ,recipient)))

RULE LEVEL

e 
of

 N
or

e 
of

 N
or [assign(organ,recipient)]done(ensure_quality(organ))

[assign(organ,recipient)]done(ensure_compatibility(organ,recipient))

Th
e 
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se

Th
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U
se

ensure_appropriateness(o,r) assign(o,r)

ensure_quality ensure_
compatibility

NORMATIVE IMPLEMENTATION LEVEL
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All levels: Background Knowledge
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• The Background KnowledgeBackground Knowledge is a repository containing 
templates that can be adapted to create new

ro
ni

c 
In

ro
ni

c 
In ABSTRACT LEVEL

E-INSTITUTIONSE-INSTITUTIONS
•Abstract Norms

templates that can be adapted to create new 
eOrganizations

– At the abstract level, it provides a collection of        

d 
El

ec
tr

d 
El

ec
tr

CONCRETE LEVEL

Concrete Norms •Rule sets
•Generic Policies

abstract norms and the related ontology and            
abstract roles

A h d l l l i id

rm
s a

nd
rm

s a
nd

Rules

•Generic Policies– At the concrete and rule levels, it provides             
templates for some generic policies

• e.g., the security policy

e 
of

 N
or

e 
of

 N
or NORMATIVE IMPLEMENTATION LEVEL

Procedures
•Standards
•Technologies
•Algorithms

g , y p y
– concrete norms, rules and ontology

– At the procedure level it provides a link with the                          

Th
e 

U
se

Th
e 

U
se

p p
standards, technologies and algorithms needed to 
implement the policies

Id I i iI i i l b i dTT
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• Idea: ee--InstitutionsInstitutions as templates to be parametrized,

adapted or implemented to build ee--OrganizationsOrganizations.
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Ex:aA

OperA
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Delliberative
Normative

Agents HARMONIA
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C l i O i
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tr Conclusions, Ongoing 

and Future Work
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• The design of MAS in complex, open environments can benefit from 
social abstractionssocial abstractions

Co c us o s
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– Coordination, Cooperation and Trust issues

• An ee--InstitutionInstitution is a Social StructureSocial Structure defined by means of normsnorms

d 
El
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tr
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El
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tr • An ee--InstitutionInstitution is a Social StructureSocial Structure defined by means of normsnorms

• Current approaches are too theoreticaltoo theoretical or too practicaltoo practical

rm
s a

nd
rm

s a
nd – There is a gapgap between the specification of abstract norms and the 

concrete implementation inside ee--OrganizationsOrganizations

• We presented HHARMONARMONIAIA a multi-level framework that proposes a
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 N
or • We presented HHARMONARMONIAIA, a multi-level framework that proposes a 

formal connection betweenthe different abstraction levels of a 
Normative SystemNormative System
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se • We apply HHARMONARMONIAIA to a real, complex and highly regulated

scenario
Distribution of organs and tissues for transplantation purposesTT
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– Distribution of organs and tissues for transplantation purposes
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• Creation of tools for etools for e--OrganizationsOrganizations
Tools c rrentl de eloped in collaboration ith Bath

ro
ni

c 
In
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ni

c 
In – Tools currently developed in collaboration with Bath.

• Definition of a generic, modular architecturemodular architecture for e-Organizations

d 
El

ec
tr
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tr – Current work: OMNI

•• ExtensionExtension of the theoretical normative framework
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nd

– Sanctions from cumulative violations

– formalize normative influence dynamics
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or formalize normative influence dynamics

• Study the use of other languages/formalismsother languages/formalisms
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se • Application to other highlyhighly--regulated domainsregulated domains
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• OMNI
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Organizational DimensionNormative Dimension Ontological  Dimension
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ROLE

Social structure Interaction structure

SCENE

Role
Norms

Scene
ontologies

Architectural Templates
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nd ROLE

ROLE

role
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objectivesnorms

SCENE
SCRIPT

SCENE SCRIPT
results

scene
transition

Norms Transition
Norms

Communication
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Role
Rules
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Scene
Rules

Transition
Rules
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• Study of dynamic aspects of normative systems
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W W
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orgC
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tr orgx
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a) change of context b) consensus
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